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Duet Enterprise Online Authentication - Reverse Flow

This illustration shows a high-level view of how authentication works in a Duet Enterprise
Online environment when the SAP system pushes data such as reports, workflow tasks, or

alerts to SharePoint. This is also known as

The Internet

reverse flow.
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The following list describes the steps shown in the illustration.

1. An SAP application pushes an SAP report, workflow, or notification.
2. SAP NetWeaver Gateway gets the Identifier and Active Secret from the SAP Secure Store.

Note: The Tenant administrator gives the Identifier and Active Secret to the SAP administrator
during deployment.

3. SAP NetWeaver Gateway sends the Identifier and Active Secret to ACS and requests an OAuth
token that identifies the SAP service account. ACS sends the OAuth token to SAP NetWeaver
Gateway.

4, SAP NetWeaver Gateway sends the report, workflow, or notification to SharePoint Online with
the OAuth token.
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