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Chuyén doi ky thuat s6

Dién toan ddam may va cac thiét bi di déng da lam bién déi nai lam viéc hién dai. Mét lugng 16n luc lugng lao
déng toan cau co thé linh hoat lam viéc t moi nai bang cach st dung cac ting dung phan mém dudi dang dich
vu (SaaS) mién phi va chi phi thap dé giai quyét cac thach thic vé hiéu suat cling nhu céng tac. Cac doanh nghiép
I6n dang di chuyén (ing dung va hoat dong tinh toan lén dam may dé hién dai hoa kién tric cia minh, déng thdgi,
nhiéu doanh nghiép cling dang tan dung lgi thé ti cac dich vu ddm may mai dé tao nén cac iing dung tly chinh
cho nhu cau riéng cta ho. Doanh nghiép dugc hudng Igi ti sy dot bién cla cdng nghé mdi véi nhitng cai thién
I&n lao trong hiéu sudt, tuy nhién qua trinh chuyén déi ky thuat sé cling mang tdi ba thd thach méi.
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Thu thach moi

Nhirng thach thuic
sinh ra tu qua trinh

chuyén déi ky thuat

Rai ro vé bao mat: Trudc thai ky cach mang dam may, bd phan CNTT déng vai tro la ngudi canh gac vé cong
nghé. Cac ng dung cung vdi nén tang ban quan ly va bao mat déu nam trong vanh dai mang, tat ca nhing
ngudi dang nhap vao tai nguyén céng ty cta ban déu dugc xac thuc trudc bang tudng Itra. Nhitng ngay dé da
qua roi. Luc lugng lao déng cua ban da kiém soat nhiéu han nhitng céng nghé ho st dung, da phan trong sé dé
dugc truy nhap qua internet. Cac ké tdn céng qua mang da tim hiéu cach dé khai thac nhitng 16 héng nay. Ngay
ca khi ngugi dung biét dung mat khau dé vao tai khoan thi khéng phai lic nao ban cling cé thé chac rang ho
chinh nguci ma ho tu xung.

Ganh nang quan tri: Sy bung né clia diém cudi mang dén cho ngudi dung thém nhiéu cach dé két néi nhung
cling doéng thai kéo theo con ac méng vé quan tri. Rat nhiéu doanh nghiép khdng nam dugc toan bé nhitng cong
cu ma nhan vién st dung va ké ca khi ho kiém ké du tét thi sé lugng iing dung dam may khéng 16 cting khién ho
phai quan ly nhiéu hé théng danh tinh, tang cao chi phi va lam tram trong han nhiing rui ro bao mat hién cé.

Trai nghiém ngudi dung kém: Ngudi dung cling cdm thdy khong hai long. Ho yéu thich sy linh hoat nhung cam
thay chan nan vi lugng thong tin xac thuc minh phai nhd.
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Rui ro vé Ganh nang Trai nghiém
bao mat quan tri ngudi dung kém
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Q 2 I of d h t’ h A e Mau s8 chung cutia nhitng van dé nhdc nhéi nay la cac hé théng xac minh danh tinh thiéu hiéu qua. Danh tinh da thay
u a n y a n I n Va q uye n thé vanh dai mang dé trd thanh nén tang kiém soat mdi. Ban can co giai phap két néi cac céng cy, kién trdc, thiét bi
va dich vu riéng ré trong khap doanh nghiép dé€ bao vé té chlc va quan ly quyén truy nhap t6t hon cho ca nhan vién

N y 4 \ Y N ?
truy n ha p c h I n h Ia n e n ta n g lan d6i tac bén ngoai, cac hé théng quan ly danh tinh va quyén truy nhap (IAM) tap hgp quyén truy nhap trong mét

hé théng sé gilp ban kiém soat dé dang hon. Cac hé théng nay mang tGi kha nang cdng tac lién mach gilta cac ranh
k' ~ 2 t t A t gidi trong t6 chiic ban, déng thdi cai thién kha nang bao mét cho tai nguyén céng ty ban. Mét giai phap IAM du tét
Ie m Soa a p ru n g sé cho phép ban két nGi ngudi dung ctia minh véi toan bd cac ing dung lam viéc cia ho—bat ké la iing dung trong
dam may hay tai ch—qua mét bd théng tin xac thyc. Céc gidi phap IAM déu dugc thiét ké dé mang tSi cho ngudi
dung quyén truy nhap vao dung nhiing tai nguyén ho can, dong thdi ngan chan ngudi dung khéng c6 phan su truy
——————— 1 nhap nhiing di liéu ho khéng dugc phép tiép can. Kha nang quan ly viéc cap phép va quyén truy nhap clia ngudi
| dung tir c6ng théng tin tap trung gitp giam bdt dang ké sé quy trinh tha cdng lién quan tdi viéc cdp phép va hdy cap
phép tai khoan ngudi dung. Giai phap IAM cling cung cap cac cdng cu gilp quan ly cac chinh sach bao mat ap dung
v@i danh tinh va ing dung cla ban. Nhitng giadi phap IAM tét nhat sé bao vé danh tinh tét hon, cai thién trai nghiém
ngudi dung va tang cao sy hiéu qua trong quan tri.

Giai phap IAM giai

quyét cac thach
thic nay .22 * ©

Bao vé danh Cai thién trai nghiém  Tang cao su hiéu
tinh tot hon ngugdi dung qua trong quan tri
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Mot gia

Hién dai hda quyén truy
nhap

Quan ly va bdo mat quyén truy nhap vao
dir liéu cling nhu tai nguyén cua té chuirc
& tai chd va trong dam may. Két ndi tat ca
ngudi dung, ing dung va thiét bi v&i dam
may dé mang tGi kha nang truy nhap lién
mach va bao mat, cung kha nang quan
sat va kiém soat tét hon. Ty déng hoda
quy trinh va hé trg cac tuy chon tu phuc
VU gilp duy tri chi phi thap, cling nhu cai
thién hiéu suat cho nguai dung.

phap toan dién

Microsoft Azure Active Directory (Azure AD) la mot giai phap IAM toan dién trong dam may, dong thdai cling la
gidi phap hang dau thi trudng vé quan ly thu muc, quyén truy nhap Uing dung va bao vé danh tinh nang cao.
Azure AD ho trg céc té chlc quan ly va bao méat danh tinh d€ gitp nhan vién, déi tac va khach hang truy nhap

vao cac iing dung va dich vu ho can. Azure AD giUp hang triéu t6 chic quan ly va bao mat hon mét ti danh tinh.

Bao mat va quan tri

Vé&i mét lugng I6n cac cude tan cong vao
théng tin xac thyc ciia ngudi dung moi
ngay, cach thirc dé ngan chan xam pham
chinh la khong nguing theo déi nhitng
hanh vi thong thudng va bat thuang
trong tap hgp tin hiéu réng nhat cé thé,
ap dung tri tué nhan tao va tu dong hoda
cac bién phap Ung pho. Can bang hiéu
suat va bao mat nhd cung cap quyén truy
nhap kip thai vao tai nguyén phu hgp,
cling nhu dinh ky xem lai quyén truy nhap
va thuc thi chinh sach.

Két nodi va cong tac

M3 réng doanh nghiép bang mét dich
vu dam may dang tin cy cé thé ma réng
quy mo ra hang triéu ngudi dung, clung
kha nang bao mat va tinh linh hoat dau
nganh. Két n6i véi ngudi dung bén ngoai
va ho trg ho lam viéc hiéu qua bang trai
nghiém tu phuc vu than thién véi nguai
dung cling nhu cac bién phap kiém soat
bao mat tich hgp san.

Phat trién va tich hgp

Xay dung nhitng tng dung mang t&i cho
ngudi dung mét cach thic don gian dé
dang nhap bang tai khoan Microsoft ca
nhan, cd quan hodc trudng hoc hay bang
tai khoan mang xa héi cda ho. Bat dau
két ndi véi Microsoft Graph, céng théng
tin vé d{ liéu cling nhu thong tin trong
Microsoft 365, va xay dung nhiing Ung
dung phong phu. Kich hoat dang nhap
moét [an va tu déng hoa viéc cap quyén
cho ngudi dung, déng thdai tiép can cac
t6 chdc I8n nhat thé gidi.
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IVI 6t n‘é n té n g C h u n g Azure AD cho phép ban quan ly mét danh tinh chung cho tiing ngudi dung trong ha tang két hgp dé truy nhap

moi Ung dung ho can, gém ca nhitng Ung dung dong kinh doanh trén ddam may va tai chd. Quan ly toan bé danh
tinh cua ban t& mét nén tang chung, tang cao tinh hiéu qua trong quan tri va mang t&i thém cho ban kha nang
kiém soat. Ap dung cac chinh sach bao mat chi tiét cho tiing ing dung dugc st dung trong té chirc cta ban.



Azure AD cho irng dung cua ban

e N * A N\, Azure AD dudc tich hgp san v&i hang nghin ing dung, trong dd cé ca nhiing tly chon phé bién nhu Workday,
TI et kl e m th dl ServiceNow, SuccessFactors, Adobe va Concur, tao diéu kién dé dang hon dé ban cung cdp cac ing dung dé
. . o A cho ngudi dung ciia minh. V&i mét bang diéu khién duy nhat, ban cé thé trién khai cac chinh sach nhat quan va
g I a n Va t I e n ba C giam sat quyén truy nhap. Ban c6 thé ty dong héa quy trinh cap phép ngudi dung va quan ly vong ddi, déng
° thai tiét kiém thai gian va tai nguyén véGi kha nang tu quan ly tai khoan. Ban con co thé 1ay théng tin ngudi
dung tur cac cdng cu nhan sy dé lam ngudn tin cdy, loai bo nhu cau can tdi cac tap lénh tuy chinh hoac quy trinh
thd cdng dé quan ly thuéc tinh nguadi dung.

Nhing Ung dung dugc dat cdu hinh théng qua Azure AD déu cho phép dang nhap mét [an (SSO) dé mang téi
kha nang truy nhap lién mach, nghia la ngudi dung khéng can phai nhé thong tin xac thuc cda ting tai khoan
Ung dung hay tai s dung nhitng mat khau yéu va gay ra rui ro vé vi pham dir liéu. Cac tai khoan da dugc dat
cdu hinh dé tu dong cap phép sé cung cdp cho ngudi dung quyén truy nhap vao cac tai nguyén mdi ngay khi ¢
thé. Dai véi viéc cdp phép ndi bd, Azure AD dam bao nhan vién mdi sé cé quyén truy nhap vao moi tai nguyén
thich hgp ngay tur ngay lam viéc dau tién.

L El r " .
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Tiét kiém thgi Cac tich hgp SaaS Pang nhap Quyén truy nhap
gian va tién bac tich hgp san mot lan cho ngudi dung

tUr ngay dau tién
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Cung cap quyén truy
nhap bao mat hon
cho toan bo Ung dung
cua ban

Cac bién phap bao
mat cho ung dung

Azure AD mang t&i cho ban kha nang bao vé danh tinh toan dién trong khap cac ing dung cia minh — ca cac
(rng dung Saas$ l1an cac ing dung dong kinh doanh tai chd. Bat ké la ngudi dung dang yéu cau truy nhap vao
Microsoft Word hay Box, Azure AD déu dam bao danh tinh clia ho dudc xac nhan trudc khi cdp quyén truy nhap.
Ban cling c6 thé tao cac chinh sach quan tri quyén truy nhap dé dam bao ngudi dung chi c6 quyén truy nhap
vao ding nhitng ndi dung ho can, khi ho can. Ban c6 thé yéu cau ngudi dung phai yéu cau quyén truy nhap,
dong thai, co thé dat gidi han thai gian cho thdi lugng ho cé thé truy nhap vao ng dung, cling nhu tién hanh
danh gia tuan tha quyén truy nhap dinh ky.

Azure AD con tan dung stiic manh cta Microsoft Intelligent Security Graph va kha nang may hoc dé phan tich
hang nghin ti tin hiéu trong khap cac san pham va dich vu cta chidng td6i nham phat hién hanh vi bat thudng va
gan rui ro lién quan cho tiing phién. Azure AD quan sat thiét bj, vj tri va thong tin nglt canh khac dé danh gia
rdi ro clia hoat déng dang nhap. Ban co thé thiét 1ap chinh sach Truy nhap c6 diéu kién Azure AD dé tu dong ap
dung cac bién phap bao mat, nhu chan yéu cau quyén truy nhap hoac yéu cau dat lai mat khau khi dang nhap
c6 vé rui ro hay khi khdp véi cac diéu kién chinh sach cu thé.

Qo

Kha nang bao Quan tri quyén Chinh sach Truy
vé danh tinh truy nhap nhap co diéu kién
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Cach guan ly va bao mat
i'ng dung bang Azure AD

Azure AD giup ban dé dang duy tri ki€ém soat, dong thdi gidam bt chi phi bang cach st dung kha néng tu déng
hda, ty phuc vu va thuc thi chinh sach.



Cach quan ly va bao mat irng dung bang Azure AD

Tich hgp Uung dung Azure AD

B6 suu tap Ung dung Azure AD gilp ban dé dang dat cau hinh va két ndi bat cr itng dung
nao trong sé hang nghin ing dung dudc tich hgp san vai déi tugng thué cua ban. Toan bd
cac Ung dung nay déu hé trg trai nghiém SSO, déng thdi, viéc dat cdu hinh ¢ing dung dé sur
dung Truy nhap c6 diéu kién Azure AD trén cd s& tung ing dung hoac st dung cac chinh
sach toan doanh nghiép cling vé cung dan gian. Khi ban da thém (ng dung va dat cau hinh
theo nhu cau cta minh, nhitng ngudi dung cé quyén truy nhap dugc dy quyén cé thé dé
dang tim thay (ing dung trong céng théng tin Ung dung ctia toi Azure AD, mét céng thong
tin tap trung dé kham pha va cho chay (ing dung ngudi dung cudi.

Néu ban d3 xay dung mét (ng dung hoac can tich hgp ing dung cho té chirc, ban ciing ¢
thé yéu cau niém yét ing dung trong bé suu tap ing dung Azure AD.

Kham pha hang nghin tng dung dugc tich hgp san >

Bao mat quyén truy nhap két
hop

S dung Proxy ing dung Azure AD dé cung cdp quyén truy nhap tU xa bao mat vao Ung
dung web tai ché dya theo yéu cdu ma khéng can phai st dung VPN. Proxy ng dung yéu
cau cai dat mot trinh két néi nhe va cung cap trai nghiém CNTT cling nhu trai nghiém ngudi
dung cudi tuang ty nhu cac ing dung SaaS dugc két néi thong qua bé suu tap Uing dung
Azure AD.

Ho&dc néu muédn, ban ciing co thé tan dung cac khoan dau tu ha tang hién co, chang han vdi
cac dai tac nhu F5 ZScaler, SAP, Oracle hodc Ping Identity, dé két néi véi cac loai ting dung
khac, nhu nhitng ing dung st dung cac giao thic xac thuc dua trén tiéu dé hoac Kerberos,
ma van c6 dugc nhiing Igi ich vé sy tap trung va bao mat cia Azure AD.

Doc céach thém ng dung tai ché théng qua Proxy ng dung >

Két ndi cac mang Ung dung déi tac va ddm may khac >



https://azuremarketplace.microsoft.com/marketplace/apps/category/azure-active-directory-apps?page=1
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy-add-on-premises-application
https://aka.ms/AppsEBookSHA
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Cap phép tu déng

Azure AD gilp ban ty dong héa hoat déng tao, bao tri va loai bd danh tinh ngudi dung
trong cac ('ng dung Saa$S phé bién. Ban c6 thé ty déng tao tai khoan mdai trong cac hé
théng phu hgp cho ngudi dung méi khi ho tham gia nhdém hodc té chiic clia ban. Khi ngudi
dung rgi khoi nhdom hodac t6 chirc, ban cé thé dat chinh sach dé tu dong huy kich hoat tai
khoan clia ho khai hé théng phu hgp. Bang cach ty déng hda nhiing tac vu nay, ban cé thé
dam bao rang danh tinh trong cac ing dung va hé théng cia minh luén dugc cap nhat dua
trén thay déi trong thu muc hodc hé thdng nhan sy, giam bét 16i va thai gian.

Tim hi€u thém vé viéc thiét 1ap cap phép va hdy cap phép tu déng cho cac ing dung SaaS >

Quan ly nhom

Azure AD gilp ban cap quyén truy nhap vao cac tai nguyén trong té chlc bang cach cung
cap quyeén truy nhap cho mét ngudi dung hoac toan bd nhém Azure AD. Viéc st dung
nhom cho phép chd s& hitu tai nguyén dat quyén truy nhap cho moi thanh vién trong
nhom, thay vi phai cap quyén cho tiing nguai mot. Pay la phuong phap bado mat hon vi ban
it c6 kha nang cap nham quyén truy nhap khong phu hgp cho mét ca nhan nao dé, déng
thai lai tiét kiém thai gian cho ban. Ban con c6 thé mé rong hoat déng quan ly nhom mot
cach linh hoat bang cach tu déng héa qua trinh dang ky thong qua cac chinh sach dua trén
thuoc tinh danh tinh.

Tim hiéu cach tao nhém trong Céng thdng tin Azure >



https://docs.microsoft.com/azure/active-directory/manage-apps/user-provisioning
https://docs.microsoft.com/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal?context=azure/active-directory/users-groups-roles/context/ugr-context

Cach quan ly va bao mat irng dung bang Azure AD

Ngudi dung tu phuc vu

C6 nhitng tac vu khéng can téi chuyén gia CNTT dé hoan thanh va Azure AD gilp ban giao
nhiing tac vu doé cho ngudi khac trong té chirc. Ban c6 thé ho trg ngudi ding tao va quan
ly cac nhém bao mat riéng cla ho trong Azure AD. Chi nhém c¢é thé chap thuén hay tir chéi
cac yéu cau tu cach thanh vién hoac c6 thé iy quyén kiém soat tu cach thanh vién nhom.

Thiét lap nhém tu quan ly >

Viéc ty phuc vu cling mé& réng dén ngudi dung. Ngudi dung cé thé dang ky tai khoan théng
qua cong théng tin tu phuc vu néu ho c6 email dugc xac minh, déng thai, ¢ thé sir dung
céng théng tin dé dat lai mat khau ctia minh. Viéc nay cé thé gilp bd phan ho trg tiét kiém
vO s thgi gian va tién bac.

DPat cau hinh cho chilic ndng tu dat lai mat khau >

Hien dai hoa xac thuc

Néu dang st dung phuong phap xac thuc tai chd nhu Active Directory Federation Services
(AD FS) thi ban c6 thé can nhac di chuyén tng dung clia minh sang Azure AD. Ban van

c6 dudc nhiing Igi ich nguai dung tuang ty nhu & SSO nhung sé c6 thém cac Igi ich vé

kha nang ma rdng va bado mat c6 san tir ddm may, nhu ap dung cac bién phap kiém soat
quyén truy nhap chi tiét theo ting ing dung bang cach st dung Truy nhap cé diéu kién
Azure AD hodc cap quyén truy nhap déi tac vao cac tai nguyén bang kha nang cong tac cua
Azure AD B2B. Nhitng i'ng dung st dung cac tiéu chuan SAML 2.0, WS-Federation, OAuth
hodc OpenlD Connect cho kha ndng dang nhap lién két déu co thé di chuyén dugc.

Xay dung cac chinh sach Truy nhap cé diéu kién Azure AD dé bao mat quyén truy nhap vao

Ung dung cua ban >

S dung Azure AD B2B dé cong tac lién mach vdi cac doi tdc bén ngoai clia ban >



https://docs.microsoft.com/azure/active-directory/users-groups-roles/groups-self-service-management
https://docs.microsoft.com/azure/active-directory/authentication/quickstart-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/azure/active-directory/b2b/what-is-b2b

Két n6i bao mat moi i'ng dung, trén moi
dam may hoac may chu vai Azure AD.

1 trieu Ung dung hien
hoat, doc dao da két no..
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Hay bat dau ngay hom nay.

Bat dau ban dung thir mét thang mién phi Azure AD dé thiy dudc su don gian trong viéc
quan ly quyén truy nhap ngudi dung cho moi irng dung va bao mat doanh nghiép cua ban.



https://azure.microsoft.com/trial/get-started-active-directory/

