& Microsoft

Microsoft Defender for Office 365

Securing collaboration

Microsoft Defender for Office 365 offers

a comprehensive solution to protect your
organization and employees from advanced,
targeted and zero-day phishing, malware and
business email compromise attacks.

Top 10 advantages of
Defender for Office 365

@ 1. Industry leading protection
*» Uses Intelligent Security Graph—8.2T signals daily
* Low latency file detonation—average <45s
* URL detonation in mail-flow and at time-of-click
» BEC protection using mailbox intelligence
* Enhanced spoof protection beyond DMARC checks

* Internal email protection within compliance boundary

E; 3. Easy to configure policy settings
* Simple checkbox configurations
* Rich policy options with insights for customization
* Unified in the Office 365 Security & Compliance portal
+ Configuration Analyzer & simplified policy templates @

I|I 5. Powerful campaign analysis
* Big-picture views of entire email campaigns
« Easy identification of configuration flaws, vulnerable users
* Integrated with automated investigation and response

i 7. Automated response CED
* Rich automation to further improve response times

* Built on powerful, detailed security playbooks integrated
across Microsoft 365

* Ability to trigger automated investigations manually

B, 9. Built-in phish simulation & training
* Powerful simulation capabilities using direct injection
* No whitelisting required of IP’s and URLS
« Assign end user training based on simulation results 0D
* Rich reporting of clicks, IPs, devices & browsers used
* Outlook report message add-on integration
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Investigation & Hunting

Integrated protection across Office 365

 Advanced protection for Teams, SharePoint, and
OneDrive

* Time-of-click protection within Office clients
(Word, Excel, PowerPoint) and Office Online

* Rich client experiences to increase user awareness

* Native hover experience to show original URLs for
wrapped links

. Detailed and actionable reporting

» Priority Account Protection tracks critical users (D)
* Reports uncover configuration gaps

+ Enriched details for SOC effectiveness

* Rich APIs to create customized detection reports

Threat investigation and hunting
+ Advanced tools that reduce response time by 90%
* Rich email analysis tools with APl access EID

* Ability for SecOps to submit emails, URLs, files to
Microsoft for analysis

. Compromise detection and response CZD

* Based on anomalous email patterns and Office 365 activities
« Configurable sending limits to limit scope of breach

* Rich alerting, investigation, and response flows

* Powerful automation for quicker remediation

' 10. Microsoft 365 Defender CED

* Signal integration to amplify prevention and detection
across Microsoft products

* Automated Investigation and response integration across
Defender for Office 365, Defender for Endpoint, Defender
for Identity, Microsoft Cloud App Security, and Azure
Active Directory

* Powerful advanced hunting across the digital estate

* = Unique to Defender for Office 365 @BR) = New capabilities



Defender for Office 365 remains the top choice for customers

— Active users
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Worldwide adoption Market leading Stellar growth
We protect more O365 users than We protect 3x more users than Sustained growth. Aided by
all our competitors combined. our closest competitor. amazing pace of innovation.
"When we tested Defender for Office 365 “The incident detection and response capabilities
against other products, it disabled 35 percent we get with Defender for Office 365 give us far
more malicious emails. Today, email is no more coverage than we've had before. This is a
longer a top-five threat at Mellanox.” really big deal for us.”
Udi Weinstein Jason Youngers
— CIO and Vice President of Information Technology — Director and Information Security Officer
Mellanox Ithaca College

Total Economic Impact study of Defender for Office 365 post-breach capabilities'
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" Forrester Research: September 2018

Exchange Online Protection Defender for Office 365 P1

Prevents broad volume-based Protects email and collaboration from Post-breach investigation, hunting

and known attacks zero-day malware, phish and business and response. Includes automation
email compromise and simulation/training

For more information, visit:
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