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Trang thai ung dung theo
danh tinh cua Microsoft:

Cac Ung dung trong b6 suu tap ung dung Azure

AD ho trg cach thidic chiung ta lam viéc, hoc tap
va cOng tac trong nam 2020



C6 thé ndi nam 2020 la mét nam chua cé tién 1é. Pai dich toan cau COVID19 da thay doi
manh mé cach chiing ta lam viéc, hoc tap va cong tac. Cac t6 chiic phai tim ra nhirng cach
md&i dé két néi va duy tri nang suat trong khi cung cap quyén truy nhap an toan vao cac
irng dung va tai nguyén quan trong. Cac dich vu Microsoft ctia chinh ching t6i, chang han
nhu Teams, dong vai tro la phao ctu sinh cho hinh thiic lam viéc va hoc tap tu xa va két hgp

trong sudt dai dich — dang phat trién nhanh chéng tir 44 triéu ngudi dung hién hoat hang

ngay vao Thang Ba 2020 [én 115 triéu ngudi dung hién hoat hang ngay trong Thang Mudi

vUa qua. Tuy nhién, chiing toi biét rang cac doanh nghiép can nhiéu céng cu va ting dung

dé thanh cong. Chung t6i cam két dam bao rang cac gidi phap hoat ddéng théng suét va

an toan trén cac nén tang, dong thai ma rong cho tat cad cac dam may va Ung dung.

Gan day, chung t6i da phan tich muc st dung ing dung dam may ctia doanh nghiép va
xem xét ky hon vé cach thuc cling nhu nhitng ing dung ma céc t6 chiic dang bao mat
bang cach str dung Azure AD. Trong phan tich cdia minh, ching toi da xem xét muc st

dung Ung dung clia cac to chuic trong b suu tap tng dung Azure AD, ngoai trir cac ing

dung Microsoft nhu Azure, Dynamics, Office 365 va Teams. BO suu tap Ung dung Azure AD
cla chuing t6i cho phép cac to chidc nhanh chéng bdo mat va quan ly cac ing dung thudc
moi loai, trong dé c6 hang nghin (ng dung dugc tich hgp san. Chiing t6i nhan thay khach
hang thudc moi quy moé tich hgp moi ting dung vai Azure AD dé mang lai cho luc luong
lao dong trai nghiém thuan tién va an toan hon. Doc tiép dé biét thdng tin chuyén sau vé

muic d6 thay déi trong viéc si dung (ing dung vao nam 2020 so véi nhiing nam trudc.
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https://www.microsoft.com/microsoft-365/blog/2020/03/19/microsoft-teams-3-everything-you-need-connect-teammates-be-more-productive/?ranMID=24542&ranEAID=kXQk6*ivFEQ&ranSiteID=kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ&epi=kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ&irgwc=1&OCID=AID2000142_aff_7593_1243925&tduid=%28ir__rthgeofczkkft2fgxbtwxdh9ie2xpzrhhggzpaaz00%29%287593%29%281243925%29%28kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ%29%28%29&irclickid=_rthgeofczkkft2fgxbtwxdh9ie2xpzrhhggzpaaz00
https://www.microsoft.com/microsoft-365/blog/2020/03/19/microsoft-teams-3-everything-you-need-connect-teammates-be-more-productive/?ranMID=24542&ranEAID=kXQk6*ivFEQ&ranSiteID=kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ&epi=kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ&irgwc=1&OCID=AID2000142_aff_7593_1243925&tduid=%28ir__rthgeofczkkft2fgxbtwxdh9ie2xpzrhhggzpaaz00%29%287593%29%281243925%29%28kXQk6.ivFEQ-DaaEnHnVH8mCVb8zu1ByvQ%29%28%29&irclickid=_rthgeofczkkft2fgxbtwxdh9ie2xpzrhhggzpaaz00
https://www.microsoft.com/en-us/microsoft-365/blog/2020/10/28/microsoft-teams-reaches-115-million-dau-plus-a-new-daily-collaboration-minutes-metric-for-microsoft-365/
https://www.microsoft.com/en-us/microsoft-365/blog/2020/10/28/microsoft-teams-reaches-115-million-dau-plus-a-new-daily-collaboration-minutes-metric-for-microsoft-365/
https://www.microsoft.com/security/blog/?p=92155
https://www.microsoft.com/security/blog/?p=92155
https://azuremarketplace.microsoft.com/marketplace/apps/category/azure-active-directory-apps?page=1

Su gia tang cac Ung dung bao mat
va cdng tac dé ho tro lam viéc tur xa

Nhiing thach thic trong nam 2020 budc cac nha lanh dao phai suy nght lai vé cac uu tién dé
dam bao nhém ctia ho co thé truy nhap iing dung mét cach an toan moi lic, moi noi. Sé liéu
thong ké da phan anh diéu nay. Vi du: S6 lugng ngudi dung hién hoat hang thang clia cac
ung dung trong thu vién ung dung Azure AD da tang 109% so vGi cung ky nam ngoai.Va nam

ngoai, khi Microsoft khao sat 800 nha lanh dao doanh nghiép vé quan diém clia ho trudc boi

canh moi de doa dén tu dai dich, ho da liét ké viéc “Cung cap quyén truy nhap ti xa an toan

vao tai nguyén, iing dung va di liéu” la thach thic hang dau.
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Muc st dung Thu vién i'ng dung Azure AD da tang
109% so v@i cung ky nham ngoai

Ngudi dung hién hoat hang thang

THG1 2020
THG2 2020
THG3 2020
THG4 2020
THG5 2020
THG6 2020
THG7 2020
THGS8 2020
THG9 2020
THG10 2020
THG11 2020

Nguén: Di liéu duoc ldy tu cdc Ung dung co trong thu vién ing dung Azure AD, Thdng Mudi Hai 2020. Nhiing Ung dung thudc s& hitu caa
Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc Ung dung Microsoft khdc da bi logi trir.

THG12 2020



https://www.microsoft.com/security/blog/2020/08/19/microsoft-shows-pandemic-accelerating-transformation-cyber-security/
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Do do, khong cé gi ngac nhién khi cac iing dung va dich vu gitp dam bao quyén truy nhap
tU xa, an toan vao tai nguyén dam may va tai cho da tang |én dang ké vao nam ngoai.

Cac t6 chiic da nhan ra rang quyén truy nhap tir xa vao tat ca cac iing dung bao gém cac
Uing dung thua tu, tai cho da trd nén cuc ky quan trong trong phuaong thiic lam viéc mdi.
Cac cong cu bao mat nhu Citrix ADC, Palo Alto Networks Prisma Access va Zscaler Private
Access, gitp nhan vién truy nhap an toan vao bat ky iing dung nao bat ké vi tri, da trg thanh
nhing Ung dung quan trong doi véi doanh nghiép va nam trong nhiing ting dung phat trién

nhanh nhat thudc thu vién ting dung clia ching t6i vao nam qua.

Ngoai viéc tang cudng dau tu vao khong gian bao mat, cac ing dung giao tiép va cdng tac
da la céng cu dé dam bao tinh lién tuc ctia hoat dong kinh doanh. Chiang t6i nhan ra rang
viéc bao mat bat ky iing dung nao déu la no luc clia tap thé, vi vay, ching toi hop tac chat
ché véi cac nha cung cap ung dung thuéc moi loai dé tich hop vai Azure AD, ké ca cac

doi tha canh tranh clia Microsoft. Cac ting dung nhu Cisco Webex, Google Cloud/Google
Workspace, Workplace from Facebook va Zoom la mot s6 ing dung hang dau ma Azure AD

bdo mat dé gilp cac té chiic duy tri nang suat va gidp moi ngudi cam thay gan két hon.

Chung t6i cling tiép tuc thay moét so6 Uing dung lién tuc cé mat trong danh sach ting
dung phd bién nhat. Vao nam 2020, cac iing dung danh cho bé phan Nhan su nhu SAP
SuccessFactors va Workday cling nhu cac iing dung Quan ly dich vu CNTT nhu ServiceNow

tiép tuc cé dugc pham vi st dung rong rai tu cac khach hang ctia ching toi.




Cac ing dung hang dau
trong nam 2020

Pai dich toan cau ro rang da tac déong dén danh sach nhiing ing dung ducc st dung
nhiéu nhat. Cac cong ty chuyén sang lam viéc tu xa da cai thién nang suat nho cac

U'ng dung gilp tang cudng giao tiép, cdng tac va bao mat.

Lan dau tién, cac ing dung bao mat nhu Palo Alto Networks Prisma Access va Zscaler
Private Access da lot vao danh sach 15 Ung dung hang dau theo s6 luong ngudi dung
hién hoat hang thang. Cac ing dung mdéi khac trong danh sach 15 (ng dung hang dau
bao gom cac iing dung cOng tac va giao tiép nhu Workplace from Facebook va Zoom.
Nam 2020, Zoom khong chilan dau xuat hién trong sé 15 iing dung hang dau cta

danh sach nay ma con vuan lén vi tri tha 5.
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Xép hang 2020 2019

1

2

10

1

12

13

14

15

15 ing dung hang dau theo s6 luong ngudi dung hién hoat hang thang

ServiceNow

Google Cloud/Google Workspace
Workday

SAP SuccessFactors

Zoom

Canvas

Clever

Salesforce

Brightspace by DesireZLearn
Cornerstone OnDemand
Blackboard Learn

Palo Alto Networks Prisma Access
Workplace from Facebook

SAP Concur

Zscaler Private Access (ZPA)

ServiceNow

Workday

Google Cloud/Google Workspace
SAP SuccessFactors
Salesforce

SAP Concur

Clever

Canvas

Blackboard Learn
Cornerstone OnDemand
Box

Brightspace by DesireZLearn
SAP NetWeaver

Cudc hop Cisco Webex

UltiPro

2018

ServiceNow

Workday

Google Cloud/Google Workspace
SAP SuccessFactors

SAP Concur

Salesforce

Canvas

Clever

Blackboard Learn
Cornerstone OnDemand
Box

SAP NetWeaver

Cuéc hop Cisco Webex
Brightspace by Desire2Learn

UltiPro

Nguén: Dit liéu dugc Idy tir cdc ting dung cé trong thu vién ung dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc s& hiu ctia Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.



BE Microsoft

ServiceNow tiép tuc dan dau vé sé luong ngucsi dung hién hoat hang thang trong nam T Q1 2020 dén Q2 2020, khi dai dich toan cau ap dén, muc dé s& dung clia nhiéu

th ba lién tiép. Google Cloud/Google Workspace, SAP SuccessFactors va Workday da iing dung hang dau trong sé nay da tang lén nhanh chéng dé gidp cung cap quyén
duy tri thi hang dan dau trong suét nhiéu nam, vi cac to chiic thudéc moi quy mé déu truy nhap tu xa an toan cho ngudi dung va quan ly quy trinh cong viéc ky thuat so.

can cac ung dung Nhan su, Quan ly dich vu CNTT va cac ng dung nang suat chung.

15 ing dung hang dau theo sé luong nguoi dung hién hoat hang thang
e ServiceNow
e Google Cloud/Google Workspace
e Workday
e Zoom
e SAP SuccessFactors
Canvas
e Clever

e Salesforce

Brightspace by Desire2Learn

Cornerstone OnDemand

e Blackboard Learn

Ngudi dung hién hoat hang thang

e Palo Alto Networks Prisma Access

Workplace from Facebook

SAP Concur

e Zscaler Private Access (ZPA)

QUY 4 QUY 1 QUY 2 QUY 3 QUY 4 QUY 1 QUY 2 QUY 3 QUY 4

Nguon: Di liéu duoc ldy tur cdc Ung dung co trong thu vién Ung dung Azure AD,

Thdng Muoi Hai 2020. Nhiing ting dung thudc sé& hitu cua Microsoft nhu Office 365,
Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.

Trang thai Ung dung theo danh tinh cdia Microsoft




Chung t6i cling nhan thay mot sé khac biét nhé
khi so sanh cac ing dung pho bién nhat theo s6
lugng ngudi dung hién hoat hang thang véi cac
iing dung phé bién nhat theo sé lugng t6 chiic
st dung. Mdc d6 pho bién theo s6 lugng t6 chic
st dung xem xét cac ing dung dugc khach hang
cl@ia ching t6i st dung nhiéu nhat. Véi viéc cac
t6 chic phu thudc nhiéu hon vao héi thao video,
Zoom da tang tu vi tri thd 10 vao nam 2018 Ién
vi tri s6 1 vao nam 2020, day cac ing dung hang
dau trong danh sach nhu Google Cloud/Google

Workspace va Salesforce khéi hai vi tri hang dau.

Ngoai tng dung Zoom, KnowBe4 Security
Awareness da lot vao danh sach 5 ing dung
hang dau nam 2020. Ung dung nay da tang tu
vi tri thu 12 vao nam 2018 |én vi tri tha 8 trong
nam 2019, tang déu dan vé muc st dung tu dau
Q2 2020 dén cudi nam, nhan manh tam quan
trong cua viéc dao tao va nang cao nhan thuc

vé bao mat trong luc luong lao dong.

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft

Xép hang 2020 2019

1

2

10

11

12

13

14

15

15 Ung dung hang dau theo sé luong toé chtc st dung

Zoom

Salesforce

Google Cloud/Google Workspace
ServiceNow

KnowBe4 Security Awareness Training
Atlassian Cloud

Amazon Web Services (AWS)
Docusign

Freshservice

Mimecast Personal Portal

Cisco Webex

Palo Alto Networks Prisma Access
Box

Dropbox Business

Zendesk

Nguén: Dit liéu dugc Idy tir cdc ting dung cé trong thu vién ung dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc s& hiu ctia Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.

Salesforce
Google Cloud/Google Workspace
ServiceNow

Adobe Creative Cloud

Amazon Web Services (AWS)

Zoom

Atlassian Cloud

KnowBe4 Security Awareness Training
Freshservice

Box

Dropbox Business

SAP Concur

Slack

Zendesk

Citrix ShareFile

2018

Salesforce

Google Cloud/Google Workspace
ServiceNow

Amazon Web Services (AWS)
Atlassian Cloud

Adobe Creative Cloud

Dropbox Business

Box

Freshservice

Zoom

SAP Concur

KnowBe4 Security Awareness Training
Citrix ShareFile

Slack

Zendesk




Cisco Webex, DocuSign, Mimecast Personal Portal va Palo Alto Networks Prisma Access lan dau Khéng giong nhu cac ing dung bao mat va cong tac diing dau danh sach, cac iing dung nhu

xuat hién trong danh sach nay vao nam 2020, ciing c6 nhiing thay d6i ma ching t6i da thay SAP Concur, mot dich vu quan ly chi phi va di lai, da lot khoi danh sach 15 (ng dung hang dau.
trong sudt qua trinh phan tich. Do han ché trong viéc di lai, nhiing ngudi thudng xuyén phai di chuyén vi cong viéc da chuyén

cac cudc hop truc tiép thanh cac cudc goi truc tuyén tir nha.

15 Ung dung hang dau theo sé lugng t6 chiic st dung

e Zoom

e Salesforce

e Google Cloud/Google Workspace

e ServiceNow

e KnowBe4 Security Awareness Training

Atlassian Cloud

e Amazon Web Services (AWS)
e Docusign

Freshservice

/’ Mimecast Personal Portal

Cisco Webex

S6 lugng té chirc

\\

Box

e Palo Alto Networks Prisma Access

Dropbox Business

e Zendesk

QUY 4 QUY 1 QUY 2 QUY 3 QUY 4 QUY 1 QUY 2 QUY 3 QUY 4

Nguon: Dir liéu duoc (dy tur cdc Ung dung co trong thu vién Ung dung Azure AD,

Thdng Muoi Hai 2020. Nhiing ting dung thudc s& hitu cta Microsoft nhu Office 365,
Teams, Azure, Dynamics va cdc Ung dung Microsoft khdc da bi loai trur.
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Cac iing dung pho bién nhat
theo quy mé t6 chiic

Khi phan tich cac ing dung pho bién nhat dugc st dung dua trén quy mé t6 chuie,
chiing t6i nhan thdy mot s6 iing dung thudng dugc trién khai trong cac t6 chic

thuéc moi quy mé: Google Cloud/Google Workspace, Salesforce va Zoom.

Ngudgc lai, viéc trién khai cac itng dung nhan su va quan ly dich vu CNTT, can thiét
dé dam bao hoat déng kinh doanh lién tuc trong suét dai dich, lai khac nhau dua
trén quy mo t6 chuc. Cac ing dung nay khong chi gidp hé tro viéc trién khai va
x0a khdi hé théng ti xa ma con gitp cac nhém CNTT dap Ung yéu cau clia nhan

vién vé Uiing dung, thiét bi hoac dich vu.

Trong khi cac doanh nghiép va t6 chiic tam trung s dung cac ing dung nhan su
nhu SAP SuccessFactors va Workday, cac doanh nghiép nho thuong st dung
BambooHR. Va cac ung dung nhan su nhu UltiPro va Cornerstone OnDemand

dugc cac doanh nghiép tam trung s&t dung nhiéu hon.

Cac doanh nghiép va t6 chiic tam trung thudng trién khai ting dung quan ly
dich vu CNTT ServiceNow, trong khi cac doanh nghiép nho chti yéu st dung

Freshservice.

BE Microsoft

Trang thai Ung dung theo danh tinh cdia Microsoft

oanh nghiép Ién
< (Hon 5000 ngudi dung
en-hoat hang thang)

o

ServiceNow

Google Cloud/Google
Workspace

Workday

SAP SuccessFactors

Zoom

Cornerstone OnDemand
Salesforce

Workplace from Facebook
SAP Concur

Zscaler Private Access (ZPA)

Nguén: Dit liéu dugc Idy tir cdc ting dung cé trong thu vién ung dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc s& hiu ctia Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.

Doanh nghiép tam trung

(250 — 4.999 nguai dung
hién hoat hang thang)

Google Cloud/Google

Workspace

ServiceNow

Workday

Zoom

Salesforce

SAP SuccessFactors

UltiPro

Palo Alto Networks
Prisma Access

KnowBe4 Security
Awareness Training

Cornerstone OnDemand

Doanh nghiép nho

(<250 nguai dung

hién hoat hang thang)

Google Cloud/Google

Workspace

Zoom

Salesforce

Atlassian Cloud

BambooHR

KnowBe4 Security
Awareness Training

Box

Freshservice

Palo Alto Networks
Prisma Access

Zendesk




Cac iing dung pho bién nhat
theo nganh

Xu hudéng chung va muc do s dung ung dung tuong tu ciing dung

v3i cac ing dung pho bién nhat theo nganh. Google Cloud/Google
Workspace, Salesforce, ServiceNow, Workday va Zoom la cac ing dung

phé bién trong moi nganh. Bdo mat, cong tac va quan ly quy trinh

lam viéc la nhitng uu tién trong nam qua, mac du c6 su khac biét gita

tung nganh.

Riéng nganh gido duc lai c6 nhom tiing dung phé bién khac biét, vai cac
Uing dung nhu Brightspace, Canvas va Clever xuat hién trong 5 Uing dung
hang dau. Cac hé thong quan ly hoc tap nay da giup cac truong hoc va
t6 chuc thich (ng vai viéc hoc tap tur xa va trd thanh trung tam giang day

ky thuat s6 tap trung trong nam qua.

Poi véi cac nganh hoat dong theo ca phu thudc vao nhan vién lam viéc

truc tiép véi khach hang, nhu Ban [é va Cham soc suc khde, Kronos la

mot ing dung phé bién gitp thuc hién cac hoat ddng quan ly luc luong

lao déng nhu lap lich trinh cho nhan vién.

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft



https://www.microsoft.com/security/blog/2021/01/13/azure-active-directory-empowers-frontline-workers-with-simplified-and-secure-access/
https://www.microsoft.com/security/blog/2021/01/13/azure-active-directory-empowers-frontline-workers-with-simplified-and-secure-access/

Cac ung dung phé bién nhat theo nganh

Di lai Telecom Ban le Dich vu chuyéen nghiép
ServiceNow Workplace from Facebook Workday ServiceNow
Cornerstone OnDemand SAP SuccessFactors SAP SuccessFactors Workday
Workday ServiceNow ServiceNow Salesforce
SAP SuccessFactors Workday Kronos Zscaler Private Access (ZPA)
Dynamic Signal Slack Workplace from Facebook Zoom
ServiceNow ServiceNow ServiceNow ServiceNow
Workday Workday SAP SuccessFactors Workday
SAP SuccessFactors Kronos Zoom Salesforce
Salesforce SAP SuccessFactors Google Cloud/Google Workspace SAP SuccessFactors
SAP Concur Google Cloud/Google Workspace Workday Zoom
Google Cloud/Google Workspace ServiceNow ServiceNow ServiceNow
Canvas SAP SuccessFactors Workday SAP SuccessFactors
Clever Workday Cisco Webex Workday
Zoom Workplace from Facebook Cornerstone OnDemand Palo Alto Networks Prisma Access

Xac thuc Danh tinh trén Nén tang

o . s . SAP SuccessFactors Zscaler Private Access (ZPA)
Dién toan dam may SAP

Brightspace by DesireZLearn

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft Nguén: Dit liéu dugc Idy tir cdc ting dung cé trong thu vién ung dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc s& hiu ctia Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.




Quan ly dich vu

CNTT Dich vu dir lieu

Cac ung dung B30 mat

p h 6 bié,n n h é,t Workday Palo Alto Networks

Canvas Prisma Access

l\" o
t h eo t h e I oa I Clever SAP SuccessFactors Zscaler Private Access Freshservice Domo

(ZPA)

ServiceNow Tableau

Nam nay, chuing t6i cling phan tich KnowBe4 Security

Blackboard Learn Cornerstone OnDemand - TOPdesk SAP Analytics Cloud
cac Ung dung phé bién nhat trong Awareness Training
cac thé loai ing dung dua trén sé Brightspace by UltiPro Cisco AnyConnect Dialpad Splunk Enterprise
luong ngudi dung hién hoat hang Desire2Learn va Splunk Cloud
thang. Chung t6i da xem xét 5 Un : :
? i g P J Apple School Manager Kronos Citrix ADC lvanti Service Manager Snowflake
dung hang dau trong 10 thé loai (ISM)
Ung dung, tu Ung dung gido duc X )
dén tng dung bdo mat va ting dung bi lai va chi phi CRM V;:Q?agot‘;g, Quan ly néi dung Quan ly du an
quan ly dich vu CNTT, nhu dugc g b
M t3 : : Google
tom tat trong bang sau: SAP Concur Salesforce CIoud/GgoogIe Box Smartsheet
Coupa Zendesk Zoom Tem%gl:‘yn(e)genlD Atlassian Cloud
Expensfiy FreshDesk Cisco Webex Docusign Workfront
. Workplace . . Miro (trudc day la
Certif :
erty HappyFox from Facebook AN eI RealtimeBoard)
GetThere UserVoice Slack Dropbox Business MindMeister

=. Microsoft Nguén: Dir liéu duoc Idy tur cdc tng dung cé trong thu vién ting dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc sé hiu cua Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc ing dung Microsoft khdc da b loai trr.




Cac ung dung phat
trién nhanh nhat
trong ham 2020




Cac iing dung gitp nhan vién lam viéc ti xa an toan khéng chi nam trong cac ing dung pho
bién nhat ma con thudc hang nhiing iing dung phat trién nhanh nhat. Mot nda trong s6 10
iing dung phat trién nhanh nhat trong nam 2020 tap trung vao bao mat. Cac iing dung tu
quan hé déi tac truy nhap két hgp an toan cta ching toi - Citrix ADC, Palo Alto Networks

Prisma Access va Zscaler Private Access - cho phép khach hang truy nhap cac ing dung thua
tu va tai ché, ciing da phat trién nhanh chong. Cac iing dung bao mét khac bao gém Cisco

Umbrella, tng dung phat trién nhanh nhat trong nam qua va BeyondTrust Remote Support.

Zoom da chung kién su phat trién phi thuong vao nam 2020 khi trd thanh Ging dung phé bién
nhat dugc si dung trong cac t6 chic. Zoom gay an tugng dac biét véi vi tri ting dung phat
trién nhanh th ba trong nam qua, vi tng dung nay von da phoé bién va dugc st dung rong rai
tu trudc. Cac gidi phap phan tich va quan ly di liéu cling phat trién nhanh chéng trong nam qua.
Snowflake va SAP Analytics Cloud lan lugt la cac ing dung phat trién nhanh tha 8 va tha 9.

Nam vlia qua cling da ching kién Amazon Business trd thanh mot trong nhiing (ng dung phat
trién nhanh nhat. Amazon Business la mét thi trudng gitp don gian héa quy trinh mua hang va
dua san pham dén tay cac t6 chuc. Pai dich da day manh hoat déng mua sam truc tuyén cla
ngudi tiéu dung va ca ctia doanh nghiép. Cac doanh nghiép da chuyén sang mua hang truc tuyén,

thé hién qua viéc Amazon Business trg thanh ting dung phat trién nhanh th 5 vao nam 2020.

10 &ng dung phat trién nhanh hang dau theo sé luong
ngudi dung hién hoat hang thang

(Phai 6 t6i thiéu 100 khach hang vao nam 2019)

Phan tram tang trudng so véi cing Ky nam ngoai

Cisco Umbrella

Citrix ADC

Zoom

Zscaler Private Access (ZPA)

Amazon Business

Palo Alto Networks Prisma Access

Xac thuc Danh tinh trén Nén tang Dién toan dam may SAP

Snowflake

SAP Analytics Cloud

BeyondTrust Remote Support

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft Nguén: Dit liéu dugc Idy tir cdc ting dung cé trong thu vién ung dung Azure AD, Thdng Mudi Hai 2020. Nhiing ting dung thudc s& hiu ctia Microsoft nhu Office 365, Teams, Azure, Dynamics va cdc tng dung Microsoft khdc da bi loai trur.



https://docs.microsoft.com/azure/active-directory/manage-apps/secure-hybrid-access

Bao mat qua trinh chuyén doi
ky thuat so

Du chiing t6i xem xét cac iing dung phé bién nhat theo sé lugng ngudi dung hién hoat
hang thang, s6 luong t6 chiic, nganh hoac loai khach hang sir dung hay chiing t6i xem
xét cac Ung dung phat trién nhanh nhat nam 2020 thi viéc dau tu vao bao mat van la mot
xu hudng khéng thé pha nhan. Dai dich vira day nhanh tién trinh chuyén doi ky thuat
s6 via lam tang nhu cau c6 dugc kha nang bao mat nang cao ma cac t6 chiic co thé dua

vao dé cung cap quyén truy nhap an toan cho ngudi dung du ho lam viéc & bat ci dau.

Chung t6i thay ngay cang cé nhiéu ngugi dung bat cac chiic nang bao mat nhu xac thuc
da yéu to6 (MFA) —s6 luong ngudi dung hién hoat hang thang st dung MFA véi Azure AD

da tang 150% so vdi cung ky nam ngoadi. Cong nghé khong dung mét khau ciing trai qua

mot nam doét pha. Viéc st dung khéng can mat khau trong Azure AD da tang hon 50%

déi véi Windows Hello cho Doanh nghiép, dang nhap dién thoai khéng can mat khau

bang Microsoft Authenticator va khéa bao mat FIDO2.

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft



https://www.microsoft.com/security/blog/2020/12/17/a-breakthrough-year-for-passwordless-technology/
https://www.microsoft.com/security/blog/2020/12/17/a-breakthrough-year-for-passwordless-technology/

Dich vu Azure AD App Proxy clia chiing t6i, c6 tac dung gitip cac té chiic
cd quyén truy nhap t xa vao cac iing dung quan trong tai cho, cling da cé Mlj'c Sl]' dung Azure AD App Proxy dé téng 100%
muc tang trudng Ién trong nam qua. Tu Thang Hai dén Thang Ba, so lugng o= - oo
ngudi dung hién hoat hang thang tang dot bién khoang 60% khi dai dich SO VOl <elile ky el nigfor]
toan cau bat dau bung phat. Ké tir d6, s6 luong ngudi dung hién hoat hang
thang tiép tuc tang, tang khoang 100% trong khoang thai gian ti Thang
Mudi Hai 2019 dén Thang Mudai Hai 2020. Nha c6 Azure AD App Proxy,

cac to chiic da cé thé nhanh chong cung cap quyén truy cap tur xa, an toan
vao cac Ung dung quan trong duagc luu trf tai cho hoac st dung cac giao
thiic xac thuc thira tu nhu HTTP hoac dua trén tiéu deé.

Ngudi dung hién hoat hang thang

THG1 2020
THG2 2020
THG3 2020
THG4 2020
THGS5 2020
THG6 2020
THG7 2020
THGS8 2020
THG9 2020
THG10 2020
THG11 2020
THG12 2020

=. Microsoft Trang thai Ung dung theo danh tinh cdia Microsoft




Po la thong tin tom tat
vé nam 2020

Ngudi dung, t6 chiic va cadc nganh déu dang dau tu vao viéc cai thién kha nang bao mat va cong tac. Cac ing dung trén nén
dién toan dam may cung cap quyén truy nhap an toan va kha nang giao tiép dang tin cay da trd thanh moét phan quan trong

trong hoat dd6ng hang ngay cutia cac t6 chuc.

Viéc ap dung tng dung dang tang Ién trong khi béi canh ky thuat sé luén bién d6i da thay doi cach thiic moi ngudi lam viéc.
TU cac Ung dung bao mat nhu Palo Alto Networks Prisma Access dén cac iing dung danh cho gido duc nhu Blackboard Learn
va cac Ung dung giao tiép nhu Zoom hoac Teams, moi ngudi ngay cang phu thudc nhiéu hon vao cac ing dung dam may dé
hoan thanh cong viéc. Ching t6i hy vong nhiing xu huéng nay sé ti€p tuc sau nam 2020 vi bdo mat van la uu tién hang dau
va hoat déng lam viéc tu xa tiép tuc yéu cau kha nang giao tiép va cong tac nang cao. Sau nam 2020, cac cong ty sé tiép tuc
danh gia tac dong dén van héa va doanh nghiép cla viéc chuyén sang lam viéc ti xa va c6 gang tim hiéu su thay d6i do sé

dua ho dén dau vao nam 2021.

Viéc két noi tat ca cac ing dung clia ban vai Azure AD c6 thé gilp bao vé va hgp ly hoa hoat ddng truy nhap, dong thai don
gian hdéa viéc quan ly va giam chi phi. Thuc té, Forrester udc tinh rang khach hang co thé dat dugc Igi nhuan dau tu 123% qua

viéc bdo mat tat ca cac iing dung bang Azure AD. Dé tim hiéu cach giip nhan vién lam viéc tai nha cta ban duy tri nang suat,

hay truy nhap tai nguyén lam viéc ti xa an toan hodc doc 5 cadch hang dau Azure AD c6 thé giup ban hé trg lam viéc ti xa.

Chung t6i hy vong ban thich bao cao dir liéu xu huéng ing dung clla nam nay va chung t6i mong dugc gap ban vao nam tgi!

Phuong phap

Microsoft dac biét coi trong quyén riéng tu. Ching téi loai bo toan bo dir liéu ca nhan va dit liéu nhan dang t6 chuc, nhu tén cong ty, khoi di liéu truéce khi st dung dit liéu d6 dé tao bao
cdo. Chung t6i khéng bao gid st dung ndi dung cdia khach hang nhu théng tin trong email, cudc trd chuyén, tai liéu hoac cudc hop dé tao bao cao. Dir liéu vé xu huéng va muc st dung
(ing dung trong bao cao nay dugc phan tich dua trén cac ing dung c6 trong thu vién (ing dung Azure AD. Chuing t6i da loai trir cac iing dung do Microsoft s& hitu, chang han nhu Office 365,
Teams, Azure, Dynamics, LinkedIn, GitHub va cac ing dung khac cia Microsoft, khéi dit liéu trong bao cao nay. Bao cdo bao gom dit liéu tir 31/12/2018 dén 31/12/2020.
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https://www.microsoft.com/security/blog/2020/08/13/new-forrester-study-customers-microsoft-azure-ad-benefit-123-roi/
https://www.microsoft.com/security/business/secure-remote-work
https://techcommunity.microsoft.com/t5/azure-active-directory-identity/top-5-ways-your-azure-ad-can-help-you-enable-remote-work/ba-p/1144691
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