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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelD);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe
/ Flujo de ejecucidon normal

SoIarWinds.Orion.Core.BusidessLbyer.CoreBusinessLaverPIugin

Start ()

ScheduleBackgroundInventory ()

SolarWinds.Orion.Core.BusinessLayér.BajckgroundInventory.InventoryManager

Start ()
Refresh ()
RefreshInternal ()
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MITRE T1195.002
Poner en peligro la cadena de suministro:
Comprometer la cadena de suministro
de software

Adicion malintencionada

OrionilmprovementBusinessLayer

Initialize()




Ejemplo de dominio generado:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
. ~ J —
Generado Puede ser uno de
dinamicamente a partir los siguientes:
de datos de la maquina * eu-west-1

e us-west-2
* us-east-1
* us-east-2



ATAQUE A LA CADENA DE SUMINISTRO

Los atacantes insertan cédigo malintencionado en un
componente DLL de software legitimo. El archivo DLL en
peligro se distribuye a las organizaciones que usan el
software relacionado.

EJECUCION, PERSISTENCIA

Cuando el software se ejecuta, el archivo DLL en peligro se
carga y el codigo malintencionado insertado llama la
funcién que contiene las capacidades de puerta trasera.

DEFENSA EVASION

La puerta trasera tiene una lista larga de comprobaciones
para asegurarse de que se esta ejecutando en una red real
en peligro.

RECON
La puerta trasera recopila informacion del sistema

C2 INICIAL
La puerta trasera se conecta a un servidor de comando y

control. El dominio se conecta parcialmente basandose en la

informacidn recopilada del sistema y hace que cada
subdominio sea Unico. La puerta trasera puede recibir una
direccién C2 adicional a la que conectarse.

FILTRACION
La puerta trasera envia la informacién que ha recopilado al
atacante.

ATAQUE CON TECLADO

La puerta trasera ejecuta comandos que recibe de los
atacantes. La amplia gama de funciones de la puerta trasera
les permite a los atacantes realizar actividades adicionales,
tales como el robo de credenciales, la elevacién de
privilegios progresiva y el movimiento lateral.
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SolarWinds.BusinessLayerHost exe

SolarWinds.Orion.Core.
BusinessLayer.dll

Puerta trasera
de Solorigate

dllhost.exe
(ejecucion legitima al azar)

wscript.exe

C:\Windows\[folder1]\[trigger].vbs

rundl/32.exe
C\Windows\[folder2]\[cargador personalizado].dll

@
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Proceso

wscript.exe C:\Windows\[folder1]\

Red Archivo Registro
DNS:
[DGA].avsvmcloud.com e
conectar C:\Windows\[folder1]\[trigger].vbs
" C:\Windows\[folder2]\[teardrop].dll 9
depositar > HKLM\L...]\|FEO\dlIhost.exe\Debugger = "wscript.exe
C:\Windows\[folder1]\[trigger].vbs”
reg create o
[trigger].vbs
proc create
proc create
reg delete e
o RundlI32.exe C:\Windows\[folder2]\
conectar [teardrop].dll, Tk_[fakeexport]

-
L

HTTPS: [dominio C2]

HKLM\[...]\|FEO\dIIhost.exe\
Debugger



Aislar e investigar dispositivos

O
Investigar escala de / =\

tiempo para el Identificar cuentas

movimiento lateral \ - /

Investigar origen del peligro




Microsoft 365 security
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i Microsoft Defender Security Center "B

Alerts » Suspicious LDAP query

Suspicious LDAP query
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Microsoft Defender Security Center

= Threats > Solorigate supply chain attack

Overview Analyst report Mitigations

@ @

Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes

=
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongoing investigation.
Cybercriminals target supply chains and look for weaknesses they can exploit to discreetly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.
Based on research, this attack represents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity
companies.

t Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate it.
Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SolarWinds binaries associated with this threat on your device.

22

Read the full analyst report

Devices with alerts over time © Devices with alerts

¥ 0 devices with active alerts
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M Devices with active alerts [l Devices with resolved alerts

Secure configuration status @ Vulnerability patching status ©

1.41k misconfigured devices 0 vulnerable devices
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View mitigation details View mitigation details



Serie de videos sobre Solorigate

Siguientes pasos
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