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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelD);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe

| /PE‘,D,OBEH NOTOK Ha U3NbJIHEHNE

KomnpomeTupaHe Ha BepuraTa 3a 40CTaBKa:
KomnpomeTupaHe Ha Bepwura 3a

SoIarWinds.Orion.Core.BusidessLbyer.CoreBusinessLaverPIugin

Start ()

ScheduleBackgroundInventory ()

SolarWinds.Orion.Core.BusinessLayér.BackgroundInventory.InventoryManager
Start ()
Refresh ()
RefreshInternal ()
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[0CTaBKa Ha codTyep

3noHamepeHo gobassaHe

OrionilmprovementBusinessLayer

Initialize()




Mpumep 3a reHepupaH AOMENH:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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ATAKA KbM BEPUTA 3A JOCTABKA

ATakyBalnTe BMbKBAT 310HamepeH kog B DLL KOoMMOHeHT
Ha nerntumeH codptyep. Komnpometupanata DLL ce
pa3npocTpaHaBa A0 OpraHM3aLnmn, KOMTO N3non3sar
CBbp3aHNa codTyep.

W3MBbJIHEHWE, YCTONYBOCT

Korato codtyepbT ce ctaptupa, komnpomeTtmpaHata DLL ce
3apexAa U BMbKHaTUAT 3J0HaMepeH KOZ U3BUKBa
dYHKLMATE, KOATO CbAbPXKa Bb3MOXHOCTUTE 3a 3ajHa BpaTa.

3AOBVKAJTAHE HA 3ALLUNTATA

3azHaTa BpaTa Ma AbJbl CMUCHK C MPOBEPKY, 3a Aa €
CUTYPHO, Ye Ce N3NbJHABA B AENCTBUTENHA
KOMMpOMeTUpaHa Mpexa.
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3apHaTa BpaTta cbbupa cmcteMHa MHpopmMaLms :
I
|

MbPBOHAYAJIEH C2

3agHaTa BpaTa ce CBbp3Ba KbM CbpPBbP 3a yrNpaBaeHue u
KOHTpO. [lOMeliHBT, KbM KONTO Ce CBbpP3Ba, ce ba3mpa
YacTMYHO Ha UHPOpPMaLMATa, cbbpaHa OT cMcTeMata, KOeTo
npaBv BCEKU MOAJOMENH yHMKaneH. 3ajHaTa BpaTa MOXe Ja
noayuu gonbaHuteneH C2 agpec, KbM KOWTO Ja ce CBbPXeE.

EKCOUNTPUPAHE
3aaHaTa BpaTa m3npalya cbbpaHata MHGopMaLms Ha xakepa.

ATAKA C PBLLE HA KTABUATYPATA

3azHaTa BpaTa M3Mb/HsABa KOMaHAUTE, KOUTO MOJlyyaBa OT
xakepute. LLInpokaTa rama oT Bb3MOXXHOCTW Ha 3agHaTa BpaTta
MO3BOJISIBa Ha XakepuTe Ja U3BbPLUBAT JOMbAHUTENHN
AEVHOCTH, KaTo Kpaxba Ha MAEHTUOUNKALMOHHM JaHHW,
MOCTENEHHO HapacTBalLlO eckaaMpaHe Ha NPUBUIETNNTE U
CTPaHWYHO JBUXKEHME.

Bropu C2
CbpBBP

MbpBoHavaneH
C2 cbpBBpP
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layerhost.exe BusinessLayer.dll
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3agHata BpaTta cbbupa
nHbopmauna

YnpasnexHue n
KOHTpON

3agHarta BpaTa usnpatua
cbbpaHata MHpopMauums Ha C2
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3apHata BpaTta ATaKkyBalwmaT cTapTMpa
M3MbJIHABa KOMaHAN aTaka C pbLe Ha
OT XaKep KNnaBuaTtypata



® & ©

Mpexa ®ann CucrtemeH perncrbp Mpouec
SolarWinds.BusinessLayerHost exe o
c 0 DNS:
SolarWinds.Orion.Core. [DGA].avsvmcloud.com e
BusinessLayer.dll
cévp3sare C:\Windows\[fo|der1]\[trigger].vbs
" C:\Windows\[folder2]\[teardrop].dll 9

3agHa BpaTta 3a nyckane | HKLM\[...]\|FEO\dllhost.exe\Debugger = "wscript.exe
Solorigate C:\Windows\[folder1]\[trigger].vbs”

cb30asaHe Ha peaucmbvp o

wscript.exe C:\Windows\[folder1]\
[trigger].vbs

dllhost.exe cb30asaHe Ha proc
(cnyyarHO 3aKOHOBO M3MbJIHEHWME)
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cv3dasaHe Ha proc

wscript.exe -
usmpusesaHemo Ha peecucmvpa 1 e

C:\Windows\[folder1]\[trigger].vbs

>

o Rundll32.exe C:\Windows\[folder2]\

cebp3saHe [teardrop].dll, Tk_[fakeexport]

rundl/32.exe > HKLM\L...\|FEO\dllhost.exe\
C:\Windows\[folder2]\[custom loader].dll 0 Debugger

HTTPS: [C2 aomeliH]



3onnpaHe v nscnegBaHe Ha
YCTPOMUCTBA

O
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N3cneaBaHe Ha npomnsxoa Ha
KOMMPOMEeTHpaHeTO

NaeHTnonymnpaHe
Ha aKayHTu




Microsoft 365 security

@ Home
I"i" g schenls 01 aberls
I Huateg

Achon centar

g Thea anglytcs

¥

Froune wore

Endpoingt

A Search

2 Dashiboard

O Device mwenbony

£ Vidnmrabidy sanagement
i Partrors aad AR

o

[E Bwhustion & sutorisk

Ermall A collabnration

L Bwlowr

B Solein ssigds

[ =] "
[F Review

B Adlack simulpton rasing

= Pgiice & nie

Reperts

&l Cenfiguiatios managumert

Inssdenitd & Multi-itsge mdsdent ifrmahang Exccution & Collection on miuligle cndpa:

Surmeman y Drivem 2) Use 3 Wl (0

Adarts and catagaries Scopa
31/31 active alerts

5 MITRE ATT&CK tactics
2 other alert categories

2 impacted devices
3 impacted users

oo impacted catitics

I . a R
0 .. -

@ vezm
AW vt Blibee wan Bousd ta @ wuspitiaus svent ceniumaer on deseiop-
Jaudjijl

o e BT

. B 21 y CEST Al | Hew
Process launched with the senarity context of anether user on win-
SnjrnsFoiit by user mindlup _—

31 entities found

@ Do 2D 201007 AN | Hew
Suspieisas flle S4NaA JLTRITY Wad Sbadrd on Win-InjrrRrBokht by HEer
mindlizp

@ Doz e, v om0 A | Hew
Srhaduled taak pawibly hiscked on win-Uejrralichht by uisr minddap

. Cioe 32 00, 11 3850 A | Maw
Sutpititut remete sttivity &0 win-Fajmifehit by user mind0ep

. Dhas 27 020 7 SAGT ARF | Ml
Susplcigus file oraation inltlated remataly on win
mirdlap

it oy usar

@ e 227000 TR PU | M
Abnermal remvote schedubed tck maodificatien on win-SajrnsSohht by user -

O "  Pp—— i d by & win. Sejrnefohit by user

Mlarage |

WS

Incident Information

Ak Lk I a8 e

1] B

. e §
1abs e fn
22576 wesm Fim
14576 %

Tags surmmany
irscllamT Lage

Diats ssnalthyity
Desicm g coapm

Vs (o

Incider detsds

LR T

incidamt 1D

First astrty

Farst - Des 21 2000, 15220 AN

LEAE SSTRATY

Lasl - Loei &

Clamalicaficn

Datiarrilnatican

Aawgned Lo

N IADEENT Fafht BE BSOS wl




i Microsoft Defender Security Center "B

Alerts » Suspicious LDAP query

Suspicious LDAP query
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Microsoft Defender Security Center

= Threats > Solorigate supply chain attack

Overview Analyst report Mitigations

@ @

Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes

=
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongoing investigation.
Cybercriminals target supply chains and look for weaknesses they can exploit to discreetly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.
Based on research, this attack represents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity
companies.

t Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate it.
Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SolarWinds binaries associated with this threat on your device.

22

Read the full analyst report

Devices with alerts over time © Devices with alerts

¥ 0 devices with active alerts
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M Devices with active alerts [l Devices with resolved alerts

Secure configuration status @ Vulnerability patching status ©

1.41k misconfigured devices 0 vulnerable devices
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View mitigation details View mitigation details
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