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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelD);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();
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SoIarWinds.Orion.Core.BusidessLbyer.CoreBusinessLaverPIugin

Start ()

ScheduleBackgroundInventory ()

SolarWinds.Orion.Core.BusinessLayér.BajckgroundInventory.InventoryManager

Start ()
Refresh ()
RefreshInternal ()
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Napadsiypa topéa mov dnuovpyndnke:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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EMIOEZH XE AAYZIAA EOOAIAIMOY

O1 e10PoAeiq eloaydyouv KakOBOUAO KWSIKD O€ Eva
otolxeio DLL voppov Aoytlopikov. To apafloopévo DLL
SlavEpETAL OTOUG OPYAVIOUOUG TIOU XPNOLLOTIOLOUV TO
OXETIKO AOYLOMIKO.

EKTEAEXH, AIATHPHXH

‘Otav EEKVAEL TO AOYLOMLKO, POPTWVETAL TO
iapaflocpévo DLL kot o elonypévog KakoBouvAog
KWOLKAG KOAEL TN CUVAPTNON TIOL TIEPLEXEL TLG
SuVaTOTNTEG KEPKOTIOPTOC.

AMO®YTH AMYNAZ

H kepkOTOpTO £XEL LA PeYAAN AMOTa EAEYXWV yLa VO
Sloo@aioel OTL EKTEAEITOL OE TIPAYHATIKA TIAPABLOCUEVO
Siktvo.

ANATNQPIZH

H KepKOTIOPTA GUYKEVTPWVEL
TIANPOYOPIEG CUOTANATOG

APXIKO C2

H kepkOTIOPTA CUVEEETAL [UE VOl SLOKOULOTH EVTOAWV KOl
eAéyxou. O Topeag pe Tov omoio ouvdeetal Baaoiletal ev
MEPEL OTIC TTANPOYOPLEG TIOV CUAAEYOVTOL OTIO TO CUOTNHC,
K&vovTtag KABe urtoTopea povadiko. H kepkdTOpTA pTtopet
va AdBeL pla emmAgov StevBuvaon C2 yiox v ouvoeBEet.

KPY®H EZATQIMH
H kepKOTIOPTA OTEAVEL TIG CUAAEYHEVEC TIANPOPOPIEG OTOV
elofoisa.

EMOEXH ME MPOXBAZH XTO NMAHKTPOAOTIO

H kepkOTOpTa EKTEAEL TIG EVTOAEG TTOU AQPAVEL ATIO
elofoleig. To eupy AT TWV SUVATOTATWY TNG
KEPKOTIOPTAG ETUTPETIEL OTOUG ELOPOAEIG VO EKTEAOVV
TPOCOETEC SPACTTNPLOTNTEC, OTIWCE KAOTIH SIATIOTEVTNPIWVY,
OTASLOKN KAIUAKWON SIKALWHATWY KOl TIAEUPLKH Kivnan.

ApXIKOG

Slakopiotng C2

B
o
SolarWinds.Orion.Core.
BusinessLayer.dlll
=P
v
solarwinds.business SolarWinds.Orion.Core. H Aettoupyia Backdoor
layerhost.exe BusinessLayer.dll gvepyoTtoLeitan

=

H kepkomopta eAéyxeL TO
mePPEAAOV

H kepkoTIOpTQA
OGUYKEVTPWVEL
TIANPOYOPIEG

EvtoAég kau
€\eyxog

H KepkOTIOPTA OTEAVEL TIG

oUAAeypéveg TAnpo@opieg oto C2

AgVTtepOg
Slakopiotng C2

e (B .

H kepkoMOpTA O s10PBoAéog &ekvael TNV
EKTEAEL EVTOAEG IO emiBeon pe mpooPaon
Tov elofoAéa OTO TIANKTPOAOYLO



SolarWinds.BusinessLayerHost exe

SolarWinds.Orion.Core.
BusinessLayer.dll

Kepkomopta
Solorigate

dllhost.exe
(Tuxaio VOpLUN EKTEAEDN)

wscript.exe
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Alerts » Suspicious LDAP query

Suspicious LDAP query
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Microsoft Defender Security Center

= Threats > Solorigate supply chain attack

Overview Analyst report Mitigations

@ @

Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes

=
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongoing investigation.
Cybercriminals target supply chains and look for weaknesses they can exploit to discreetly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.
Based on research, this attack represents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity
companies.

t Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate it.
Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SolarWinds binaries associated with this threat on your device.
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Read the full analyst report

Devices with alerts over time © Devices with alerts
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