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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelID);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe
ki/Zwyk’ry przeptyw wykonywania

SoIarWinds.Orion.Core.Busin:essL;ayer.CoreBusinessLaverPIugin

MITRE T1195.002
Naruszenie tancucha dostaw:
] Naruszony fancuch dostaw
St?art?() oprogramowania

ScheduleBackgio@ndInventory()

Sola rWinds.Orion.Core.BusinessLayfer.Ba:ckgroundInventory.InventoryManager Ztogliwy dodatek

S%ari()

Refreéh()
| | OrionlmprovementBusinessLayer

RefreshInternal ()
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Przyktad wygenerowanej domeny:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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z komputera regionow:

 eu-west-1
* us-west-2
* us-east-1
* us-east-2



ATAK NA tANCUCH DOSTAW

Napastnicy wstawiajg ztosliwy kod do skfadnika DLL
legalnego oprogramowania. Biblioteka DLL z naruszonymi
zabezpieczeniami jest dystrybuowana do organizacji
korzystajacych z powigzanego oprogramowania.

WYKONYWANIE, TRWALOSC

Po uruchomieniu oprogramowania taduje sie biblioteka
DLL, a wstawiony ztosliwy kod wywotuje funkcje
zawierajacag mozliwosci ataku backdoor.

UNIKANIE OBRONY

Atak backdoor zawiera dtuga liste testow, ktdre pozwalaja
upewnic sie, ze jest przeprowadzany w sieci z rzeczywiscie
naruszonymi zabezpieczeniami.

ZWIAD
Backdoor gromadzi informacje o systemie

POCZATKOWY ETAP STEROWANIA | KONTROLI
Backdoor taczy sie z serwerem sterowania i kontroli.
Domena, z ktora sie taczy, jest czeSciowo oparta na
informacjach zgromadzonych z systemu, dzieki czemu
kazda domena trzeciego poziomu jest unikatowa.
Backdoor moze otrzyma¢ dodatkowy adres sterowania
i kontroli do nawigzywania potaczen.

FILTROWANIE
Backdoor wysyta zgromadzone informacje do napastnika.

ATAK TYPU ,RECE NA KLAWIATURZE"

Backdoor uruchamia polecenia, ktore otrzymuje od
napastnikdw. Szeroka gama mozliwosci ataku backdoor
pozwala napastnikom na wykonywanie dodatkowych
dziatan, takich jak przejecie poswiadczen, postepujaca
eskalacja uprawnien i penetracja sieci.

SolarWinds.Orion.Core.

Backdoor
gromadzi
informacje

| Poczatkowy Sterowanie
| etap sterowania i kontrola
| ikontroli l

|

|

|

|

| Backdoor wysyta zgromadzone informacje
| do serwera sterowania i kontroli
|
|

s

Drugi serwer Backdoor uruchamia Napastnik rozpoczyna
sterowania polecenia od atak typu ,rece na
i kontroli napastnika klawiaturze”

BusinessLayer.dll
=P
(e
solarwinds.business SolarWinds.Orion.Core.
layerhost.exe BusinessLayer.dll

- @

Uaktywnia sie
kod backdoor

Backdoor sprawdza



SolarWinds.BusinessLayerHost exe

SolarWinds.Orion.Core.
BusinessLayer.dll

Atak backdoor
Solorigate

dllhost.exe
(legalne wykonanie losowe)

wscript.exe

C:\Windows\[folder1]\[trigger].vbs

rundl/32.exe
C:\Windows\[folder2]\[niestandardowy
modut tadowania].dll

® @ ©

Siec Plik Rejestr Proces

DNS:
[DGA].avsvmcloud.com 9

v

C:\Windows\[folder2]\[teardrop].dll

potqczenie C:\Windows\[fo|der1]\[wyzwalacz].vbs 9

upuszczente > HKLM\[...]\|FEO\dIIhost.exe\Debugger = "wscript.exe
C\Windows\[folder1]\[wyzwalacz].vbs"
tworzenie rejestru o
wscript.exe C:\Windows\[folder1]\

[wyzwalacz].vbs
tworzenie procesu
tworzenie procesu

usuwanie rejestru e

o Rundll32.exe C:\Windows\[folder2]\
potgczenie [teardrop].dll, Tk_[fakeexport]
B HKLM\[...]\|FEO\dlIhost.exe\

Debugger

HTTPS: [domena sterowana i kontroli]



Izolowanie | badanie urzadzen

Badanie osi czasu —
penetracji sieci O

O ldentyfikowanie kont

\o

ldentyfikowanie zrédta naruszen
zabezpieczen
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i Microsoft Defender Security Center e -=]

Alerts » Suspicious LDAP query

Suspicious LDAP query
v Datails
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Microsoft Defender Security Center

Threats > Solorigate supply chain attack

Il

Overview Analyst report Mitigations

(=)

Q9

Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongeing investigation.

[

Cybercriminals target supply chains and look for weaknesses they can exploit to discrestly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.

b

Based on research, this attack reprasents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity

o

companies.
B Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate 1t

Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SelarWinds binaries associated with this threat on your device.
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Read the full analyst report
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'é' Devices with alerts over time @ Devices with alerts
® ; 0 devices with active alerts
R —————————————————— ]
4 , |
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M Cevices with active alerts [l Devices with resolved alerts

Secure configuration status @ Vulnerability patching status ™

1.41k misconfigured devices 0 vulnerable devices

- ________________________________________________________________________________________| =]
M Exposed M Secure M Unknown Mot applicable B Exposed M Secure

View mitigation details View mitigation details
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