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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelID);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe
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SoIarWinds.Orion.Core.Busin:essL;ayer.CoreBusinessLaverPIugin

start ()

ScheduleBackgio@ndInventory()

Sola rWinds.Orion.Core.BusinessLayfer.Ba:ckgroundInventory.InventoryManager
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Comprometimento da cadeia
de suprimento:

comprometer a cadeia de suprimento
de software

Adicao mal-intencionada

OrionlmprovementBusinessLayer

Initialize()




Exemplo de dominio gerado:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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ATAQUE A CADEIA DE SUPRIMENTO

Os invasores inserem cddigo mal-intencionado em um
componente DLL de um software legitimo. A DLL
comprometida é distribuida as organiza¢des que usam
esse software.

EXECUCAO, PERSISTENCIA

Quando o software é iniciado, a DLL comprometida é
carregada, e o cdédigo mal-intencionado inserido chama a
fungdo que contém as funcionalidades de backdoor.

EVASAO DE DEFESA

O backdoor tem uma longa lista de verificagdes para
confirmar que esta sendo executado em uma rede
comprometida de fato.

RECONHECIMENTO

O backdoor coleta informacoes
do sistema

C2 INICIAL

O backdoor se conecta a um servidor de comando e
controle. O dominio ao qual ele se conecta se baseia, em
parte, nas informagdes coletadas do sistema, tornando cada
subdominio Unico. O backdoor pode receber um endereco
adicional de C2 para se conectar.

EXFILTRACAO
O backdoor envia as informacdes coletadas ao invasor.

ATAQUE "HANDS-ON-KEYBOARD"

O backdoor executa comandos recebidos dos invasores. O
vasto leque de funcionalidades do backdoor permite que os
invasores realizem atividades adicionais, como roubo de
credencial, elevagdo progressiva de privilégios e
movimentacao lateral.

Servidor C2
inicial

Servidor C2
secundario

SolarWinds.Orion.Core.
BusinessLayer.dll

solarwinds.business
layerhost.exe

Comando e
controle

O backdoor envia as
informacgdes coletadas ao C2

O backdoor executa
comandos do invasor
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keyboard”



SolarWinds.BusinessLayerHost.exe

SolarWinds.Orion.Core.
BusinessLayer.dll

Backdoor do
Solorigate

dllhost exe
(execugao aleatodria legitima)

wscript.exe

C:\Windows\[folder1]\[trigger].vbs

rundll32.exe
C:\Windows\[folder2]\[custom loader].dll
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Rede Arquivo Registro Processo
DNS:
[DGA].avsvmcloud.com e
conectar C:\Windows\[fo|der1]\[trigger].vbs
" C:\Windows\[folder2]\[teardrop].dlI 9
soltar > HKLM\[...]\|[FEO\dIIhost.exe\Debugger = "wscript.exe
C:\Windows\[folder1]\[trigger].vbs”
criar registro o
wscript.exe C:\Windows\[folder1]\
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criar processo
criar processo
excluir registro - e
o Rundll32.exe C:\Windows\[folder2]\
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HTTPS: [C2 domain]

HKLM\[...]\|[FEO\dIIhost.exe\
Debugger



Isolar e investigar dispositivos

O
Investigar a linha do / =\

tempo em busca de O Identificar contas

movimentos laterais \ - /

Investigar a origem do
comprometimento




Microsoft 365 security
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i Microsoft Defender Security Center w3

Alerts > Suspicious LDAP query

Suspicious LDAP query
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Microsoft Defender Security Center

Threats > Solorigate supply chain attack

Il

Overview Analyst report Mitigations
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Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongeing investigation.

[

Cybercriminals target supply chains and look for weaknesses they can exploit to discrestly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.

b

Based on research, this attack reprasents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity

o

companies.
B Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate 1t

Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SelarWinds binaries associated with this threat on your device.
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Read the full analyst report
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Série de videos sobre o Solorigate
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