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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelID);
}
try
{
if (!OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > 9)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe
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SoIarWinds.Orion.Core.Busin:essL;ayer.CoreBusinessLaverPIugin

start ()

ScheduleBackgio@ndInventory()

Sola rWinds.Orion.Core.BusinessLayfer.Ba:ckgroundInventory.InventoryManager
Start()
Refre%h()

RefreshInternal ()
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KomnpomeTtauma Leno4ykm NnocTaBok:
KOMMNpoMeTaLma LenoYKn nocTaBok
nporpamMmmHoro obecneyeHus

[lobaBneHne BpeaoOHOCHOM

nporpaMmmsi

OrionlmprovementBusinessLayer

Initialize()




I'Ipumep creHepunpoBaHHOro gomeHa.

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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ATAKA HA LLEMOYKY NMOCTABOK

3/10yMbILLIEHHUKN BCTABASIOT BPEAOHOCHbIV KOZ B
komnoHeHT DLL HenoaaensHOro NporpaMmHOro
obecneyeHus. CkoMnpomeTnpoBaHHas bubanoteka DLL
pacnpoCTpaHAeTCca Cpeamn opraHn3aL i, NCNoNb3yHOLLNX
COOTBETCTBYHOLLIEE NMPOrpaMMHoe obecrneyeHme.

MOCTOAHHOE NCMNOJTHEHWME

Mpw 3anycke NporpaMMHOro obecneyveHus 3arpyxaercs
CKOMMpPOMeTMpOBaHHas bubanoteka DLL, a BcTaBNEHHbIN
BPEAOHOCHbIV KOA Bbi3blBaeT GYHKLMUIO C BOSMOXHOCTAMM
63kgopa.

OBXOJ, 3AWNTHI
Y 63kA0pa ecTb ANNHHbIV CINCOK NPOBEPOK, paboTaeT n
OH B peasibHON CKOMMPOMETVPOBAHHOM CETH.

BbIBEPKA
Bakaop cobupaeT cBeaeHms O cucteme

HAYAIbHAA ATAKA C KOMAHAHbLIM LLEHTPOM
bakgop noakitovaeTca K cepBepy KOHTPOA M ynpasaeHus.

ﬂ'OMeH, K KOTOPOMY OH noAaknro4aeTcd, 4aCTU4HO NCNOAb3yeT

CBeEAEHUA, NONlyYEHHbIE N3 CNCTEMbI, YTO A€naeT Ka)K,D,bII7I
nogaoMeH YHMKanAbHbIM. 53Kﬂ,0p MOXeT MNoNy4nTb

AOI'IOJ'IHI/ITeJ'IbeII‘/JI agpec KOMaHAHOro UeHTpa AnAa noAKAHYEHUA.

KPAXA

Bakaop oTnpaBaseT cobpaHHble CBEAEHUSA 3N10YMbILLIEHHUKY.

YINPABJTAEMAA ATAKA
bakagop BbINONHAET KOMaHAbI, NOJYYEHHbIE OT

310yMbILLNEHHUKOB. LLIpokuiA cnekTp BO3MOXHOCTen 63akaopa
NO3BO/AET 3/10YMbILUNEHHNKAM BbINOJHATb AOMOAHUTENbHbIE

JAENCTBUS, TaKMe KaK Kpaxka YYeTHbIX JaHHbIX, MOCTENEHHOE
MOBbILLEHWE NPUBUAETMI N HOKOBOE CMeLLleHUe.
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Cepsep CepBep KOHTpOAs
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SolarWinds.BusinessLayerHost.exe o
c c DNS:
SolarWinds.Orion.Core. [DGA].avsvmcloud.com e
BusinessLayer.dll 5
NOCKJIKoHeHUe C:\Windows\[fo|der1]\[trigger].vbs
" C:\Windows\[folder2]\[teardrop].dlI 9

bakaop nepedada HKLM\[...]\|FEO\dIlhost.exe\Debugger = "wscript.exe
Solorigate C:\Windows\[folder1]\[trigger].vbs"

co3daHue peecmpa o

wscript.exe C:\Windows\[folder1]\
[trigger].vbs

A

Y

dllhost.exe co3daHue npouyecca
(cnyyanHoe neranbHOE UCMOHEHME)

»
L

co3daHue npoyecca

wscript.exe -
C:\Windows\[folder1]\[trigger].vbs ydaneHue peecmpa e

>

o Rundll32.exe C:\Windows\[folder2]\

[teardrop].dll, Tk_[fakeexport]
nodkroyeHue
rundl/32.exe > HKLM\[..]\|FEO\dIlhost.exe\

C:\Windows\[folder2]\[custom loader].dll i Debugger

HTTPS: [C2 domain]
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i Microsoft Defender Security Center w3

Alerts > Suspicious LDAP query

Suspicious LDAP query

v Details
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Microsoft Defender Security Center

Threats > Solorigate supply chain attack

Il

Overview Analyst report Mitigations
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Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongeing investigation.

[

Cybercriminals target supply chains and look for weaknesses they can exploit to discrestly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.

b

Based on research, this attack reprasents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity

o

companies.
B Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate 1t

Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SelarWinds binaries associated with this threat on your device.
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Read the full analyst report
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'é' Devices with alerts over time @ Devices with alerts
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M Cevices with active alerts [l Devices with resolved alerts

Secure configuration status @ Vulnerability patching status ™

1.41k misconfigured devices 0 vulnerable devices

- ________________________________________________________________________________________| =]
M Exposed M Secure M Unknown Mot applicable B Exposed M Secure

View mitigation details View mitigation details
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