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Windows Defender

Microsoft Defender for Endpoint 



01. The method named Start

02. Backdoor access and privilege 

escalation

03. Backdoor access and second 

stage payloads

04. Steps to stop the spread with 

Endpoints

05. Steps to stop the spread with 

networks

06. Threat analytics report and 

hunting





Start()

ScheduleBackgroundInventory()

SolarWinds.Orion.Core.BusinessLayer.BackgroundInventory.InventoryManager

Start()

Refresh()

RefreshInternal()

BackgroundInventory.Start()

SolarWinds.Orion.Core.BusinessLayer.CoreBusinessLayerPlugin

OrionImprovementBusinessLayer

Initialize()

SolarWinds.BusinessLayerHost.exe

Regular execution flow

Malicious addition

MITRE T1195.002
Supply Chain Compromise:

Compromise Software Supply Chain



3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com

Constant

Can be one of:

• eu-west-1

• us-west-2

• us-east-1

• us-east-2

Dynamically generated 

based on data from the 

machine

Constant

Example of generated domain:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com







Isolate and Investigate Devices

Identify Accounts

Investigate Compromise Origin

Investigate Timeline 

for Lateral Movement









01. Watch the Solorigate Video series 

at this location

02. Visit Microsoft Security for more 

updates: www.microsoft.com/en-

us/security/business 

03. Read the blog posts on: 

www.microsoft.com/security/blog

https://aka.ms/solorigate




