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internal void RefreshInternal()

{
if (Log.get_IsDebugEnabled())
{
Log.DebugFormat("Running scheduled background backgroundInventory check on engine {@}", (object)enginelD);
}
try
{
if (!'OrionImprovementBusinesslLayer.IsAlive)
{
Thread thread = new Thread(OrionImprovementBusinesslLayer.Initialize);
thread.IsBackground = true;
thread.Start();
¥
¥
catch (Exception)
{
}
if (backgroundInventory.IsRunning)
{
Log.Info((object)"Skipping background backgroundInventory check, still running");
return;
}

QueueInventoryTasksFromNodeSettings();
QueueInventoryTasksFromInventorySettings();
if (backgroundInventory.QueueSize > ©)

{
}

backgroundInventory.Start();



SolarWinds.BusinessLayerHost.exe
/ Regular execution flow

SoIarWinds.Orion.Core.BusidessLjayer.CoreBusinessLaverPIugin
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Example of generated domain:

3mu76044hgf7shjf . appsync-api . eu-west-1 . avsvmcloud.com
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SUPPLY CHAIN ATTACK

Attackers insert malicious code into a DLL component of
legitimate software. The compromised DLL is distributed to
organizations that use the related software.

EXECUTION, PERSISTENCE
When the software starts, the compromised DLL loads, and
the inserted malicious code calls the function that contains
the backdoor capabilities.

DEFENSE EVASION
The backdoor has a lengthy list of checks to make sure it's
running in an actual compromised network.

RECON
The backdoor gathers system info

INITIAL C2

The backdoor connects to a command-and-control server.
The domain it connects to is partly based on info gathered
from system, making each subdomain unique. The backdoor
may receive an additional C2 address to connect to.

EXFILTRATION
The backdoor sends gathered information to the attacker.

HANDS-ON-KEYBOARD ATTACK

The backdoor runs commands it receives from attackers. The

wide range of backdoor capabilities allow attackers to
perform additional activities, such as credential theft,
progressive privilege escalation, and lateral movement.
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SolarWinds.BusinessLayerHost.exe

SolarWinds.Orion.Core.
BusinessLayer.dll

Solorigate
backdoor

dllhost.exe

(random legit execution)

wscript.exe

C\Windows\[folder1]\[trigger].vbs

rundll32.exe
C\Windows\[folder2]\[custom loader].dll

&

Network

DNS:
[DGA].avsvmcloud.com
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File Registry Process

connect C:\Windows\[folder1]\[trigger].vbs
e C:\Windows\[folder2]\[teardrop].dll 9
drop > HKLM\[...]\IFEO\dIIhost.exe\Debugger = “wscript.exe
C:\Windows\[folder1]\[trigger].vbs"
reg create o
wscript.exe C:\Windows\[folder1]\
[trigger].vbs
proc create
proc create
reg delete 9
6 Rundll32.exe C:\Windows\[folder2]\
connect [teardrop].dll, Tk_[fakeexport]
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HTTPS: [C2 domain]

HKLM\[...\IFEO\dIlhost.exe\D
ebugger



Isolate and Investigate Devices
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i Microsoft Defender Security Center e =]

Alerts » Suspicious LDAP query

Suspicious LDAP query
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Microsoft Defender Security Center

= Threats > Solorigate supply chain attack

Overview Analyst report Mitigations

@ @

Microsoft security researchers recently discovered a sophisticated attack where an adversary inserted malicious code into a supply chain development process. A malicious software class was included among many other legitimate classes

=
and then signed with a legitimate certificate. The resulting binary included a backdoor and was then discreetly distributed into targeted organizations. This attack was discovered as part of an ongoing investigation.
Cybercriminals target supply chains and look for weaknesses they can exploit to discreetly enter another target environment. In this case, attackers targeted the SolarWinds Orion Platform to infiltrate the supply chain that helps businesses
manage networks, systems, and information technology infrastructure. This attack leveraged the trust associated with the supplier and certificate to insert targeted code to use in a larger campaign.
Based on research, this attack represents nation-state activity at significant scale, aimed at both the government and private sector. The actor is known to be focused on high value targets such as government agencies and cybersecurity
companies.

t Microsoft Defender for Endpoint detects this attack. It raises an alert when it detects the threat on your device; however, to avoid adverse impact on legitimate services Microsoft Defender for Endpoint will not automatically remediate it.
Microsoft Defender Antivirus protects against this threat. It blocks the known malicious SolarWinds binaries associated with this threat on your device.
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Read the full analyst report

Devices with alerts over time © Devices with alerts
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