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1. How the Solorigate attack happened

2. Detecting and blocking on-prem 

endpoint activity

3. Detecting identity compromise and 

pivot to cloud

4. Detecting and responding to suspect 

cloud app activity

5. Understanding org exposure and 

mitigations using Threat Analytics

6. Hunting across domains with Microsoft 

365 Defender



Attacker

Supply chain 

compromise

Attackers compromise the 

software development or 

distribution pipeline for 

SolarWinds Orion Platform to 

insert malicious backdoor code 

into a legitimate DLL file.

Initial C2

Initial access, command-

and-control

The compromised DLL is 

loaded when the application 

starts, running the backdoor 

code that connects to a 

command-and-control server, 

letting attackers in. 

Second C2

Hands-on-keyboard 

attack on premises

Backdoor access allows 

attackers to steal credentials, 

escalate privileges, and move 

laterally to either:

1. Steal SAML signing key, or

2. Gain admin privileges

Hands-on-keyboard 

attack in the cloud

Attackers use stolen signing 

key or admin privileges to 

create SAML tokens to access 

cloud resources, search for 

accounts of interest, and 

exfiltrate emails.  



Malicious C2 communication blocked by MDE



Lateral movement detected by MDE





Suspect ADFS key access





Unusual manipulation of Oauth app detected by MCAS



Threat Analytics Solorigate Report



Threat Analytics Solorigate Report

vulnerability ID: 

TVM-2020-0002



New Azure AD and Cloud App data in Advanced Hunting



Investigating Solorigate related alerts and incidents in Microsoft 365 Defender



01. Watch the Solorigate Video series 

at this location

02. Visit Microsoft Security for more 

updates: www.microsoft.com/en-

us/security/business 

03. Read the blog posts on: 

www.microsoft.com/security/blog

https://aka.ms/solorigate




