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01. How to Hunt for Solorigate

attacks

02. Use  Windows Event logs and 

Azure Sentinel

03. Look for raw data in Azure 

Sentinel and Microsoft Defender 

for Endpoints

04. Look for signs of stealing 

certificates SAML tokens

05. Microsoft 365 Defender & 

Sentinel alerts

06. Use the Azure Sentinel workbook 

and GitHub 















Solorigate Overview video 



“Possible attempt to access 

ADFS key material”—

detects when a suspicious 

LDAP query is searching for 

sensitive key material in AD.

“ADFS private key 

extraction” — detects 

patterns from tools such 

as ADFSDump.















Use Azure Sentinel 

GitHub 



01. Watch the Solorigate Video series 

at this location

02. Visit Microsoft Security for more 

updates: www.microsoft.com/en-

us/security/business 

03. Read the blog posts on: 

www.microsoft.com/security/blog

https://aka.ms/solorigate




