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01. How to access the Azure AD 

Workbook

02. Part 1: Modified application and 

service credentials and 

authentication  methods

03. Part 2: Modified federation settings

04. Part 3: New permissions granted to 

service principals

05. Part 4:  Overview of changes made 

to service principle memberships



Sign in to the 

Azure portal.

Navigate to Azure Active 

Directory > Monitoring > 

Workbooks

In the Troubleshoot section, 

open the Sensitive 

Operations Report



Modified application and 

service principal credentials/ 

authentication methods 





Modified application and 

service credentials and 

authentication  methods

All new credentials added to 

apps and service principals, 

including the credential type

Top actors and the amount of 

credentials modifications they 

performed

A timeline for all credential 

changes



Modified federation settings





Changes performed to existing 

domain federation trusts

Addition of new domains and 

trusts 



New permissions granted 

to service principals





Overview of changes made to service 

principle memberships



Overview of changes made to service 

principle memberships



01 Watch the Solorigate Video series 

at this location

02 Visit Microsoft Security for more 

updates: www.microsoft.com/en-

us/security/business

03 Read the blog posts on: 

www.microsoft.com/security/blog

/

https://aka.ms/solorigate

http://www.microsoft.com/en-us/security/business
http://www.microsoft.com/security/blog/



