
Microsoft Defender for Endpoint 
Mobile Threat Defense

Threat landscape on mobile devices

Phishing 81% of phishing attacks seen on mobile 
devices take place outside of email1

90% of incidents and breaches 
include a phishing element2

Jailbroken/rooted device 9% of all iPhones are jailbroken3

Malicious apps >5M new kinds of malware added for Android, 
from ransomware to financial trojans4

1 Is Mobile Phishing the Biggest Mobile Security Risk?
2 Verizon Data Breach Investigations Report (DBIR) 2017

3 What is Jailbreak Detection and why is it critical for your organization?
4 AV-TEST 

Why Mobile Threat Defense?

Productivity has gone mobile
Corporate data is being increasingly accessed on mobile outside the corporate perimeter
COVID-19 has hastened the pace of mobile adoption within enterprises

So have the attackers
Mobile phishing attempts continue to grow each year
Security concerns are #1 inhibitor to BYOD adoption in the enterprises

MDM isn’t enough
MDM and MAM are management tools for administration of mobile devices 
Only Mobile Threat Defense can detect and block mobile cybersecurity threats from harming 
an organization

An industry leader in endpoint security

Gartner names 
Microsoft a Leader 
in 2021 Endpoint 

Protection Platforms 
Magic Quadrant.5

Forrester names 
Microsoft a Leader 
in 2021 Endpoint 

Security as a 
Service Wave.

Forrester names 
Microsoft a Leader 
in 2020 Enterprise 

Detection and 
Response Wave.

Microsoft leads in 
real-world protection 

and detection in 
MITRE Engenuity 

ATT&CK® evaluation.

Our antimalware 
capabilities consistently 

achieve high scores 
in independent 

industry AV tests.

https://www.wandera.com/mobile-phishing-security-risk
https://www.phishingbox.com/news/phishing-news/phishing-and-the-verizon-data-breach-investigation-report-dbir
https://www.certero.com/what-is-jailbreak-detection-and-why-is-it-critical-for-your-organization/


iOS Android

These features are now publicly available iOS Android

Malware scan

Alerts for malware, PUA

Files scan

Storage and memory peripheral scans

Web protection

Antiphishing

Block unsafe network connections

Custom indicators: allow/block URLs

Jailbreak detection

Secure on-premises connection

Conditional Access
Block risky devices

Mark devices non-compliant

Supported configurations

iOS Supervised/Unsupervised devices

Device administrator

Android Enterprise (Work Profile)

Android Enterprise (Personal Profile)

Enrolled/Unenrolled devices

Unified security reporting

Alerts for phishing

Alerts for malicious apps

Auto-connection for reporting in 
Microsoft 365 Defender

Resources 
Microsoft Defender for Endpoint is an industry leading, cloud powered endpoint security solution offering 
vulnerability management, endpoint protection, endpoint detection and response, and mobile threat 
defense. With our solution, threats are no match. If you’re not yet taking advantage of Microsoft’s unrivaled 
threat optics and proven capabilities, sign up for a free Microsoft Defender for Endpoint trial today.

Learn more: 
https://aka.ms/MDExplat 

Sign up for a trial: 
https://aka.ms/MDEtrial 

Check out our blog at: 
https://aka.ms/MDEblog

5 Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the 
highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. 
Gartner disclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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