== Microsoft

Intelligent compliance and
risk management solutions

Microsoft 365 helps you assess compliance risks, govern and protect
sensitive data, and effectively respond to regulatory requirements




Two challenges every organization, including
Microsoft, must face:

« Exponential growth of data and the proliferation of insider risk

« Constantly evolving external regulations and standards

Information Protection and Governance

Protect and govern your data wherever it lives

Understand your data landscape: volume, scope,
and location of your information. The first step to
better protect your data is get your data out of the
‘dark’ and know where it lives

Detect and classify sensitive information types with
Data Classification leveraged by machine learning

Automatically retain, delete, and store data and
records in compliant manner

S

Apply flexible protection actions including
encryption, visual markings, and data loss prevention
to help meet internal security goals and external
compliance requirements

Compliance Management

Simplify compliance and reduce risk

Continuously assess, improve, and monitor
compliance effectiveness with a risk-based score that
automatically detects implemented controls

Maximize your score with recommended actions and
step-by-step guidance

@ Leverage built-in control mapping to help stay -

current with the evolving compliance landscape

Compliance offerings for national, regional, and
industry-specific requirements

« CCPA + 1SO 27001 & 27018
« FedRAMP  NIST 800-53

« GDPR « SOC

« HIPPA and many more
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of data today of organizations have experienced regulatory updates per day
is "dark"? an insider attack in the past year? from 1,000 bodies worldwide 3

Insider Risk Management

Intelligently identify and take action on critical insider risks

Confidentiality Obligation
8. Ensure the right people across security, HR, legal,

privacy, and compliance are connected and equipped
to promptly identify and act on insider threats
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Insider risk management

HR Event: Resignation Date Set

@ Obtain real-time updates on file activity, P ot U5 din
communications sentiment, abnormal user behaviors o

and resignation dates
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Identify hidden patterns and risks that traditional or
y
manual methods might miss through configurable
playbooks that use machine learning and intelligence
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Discover and Respond

Investigate and respond with relevant data

r Use search and discovery tools to easily find
customer data that may be the subject of a DSR (Data —
Subject Request). Organizations are obligated by Custodal dete
regulations like GDPR and CCPA to respond to ——e
customer’s requests to delete, access, and receive their , oom .  sesdl Optional Companent Manager intemals Tl cean
personal information - — e

Run content searches across mailboxes and sites in . o
® ® your Microsoft 365 organization. Review and redact ik P

content prior to export to help ensure that only the

most relevant data is being shared, and that any
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business confidential pieces of that data are redacted

OO Use eDiscovery Cases to add members who can
access the case, place a hold on content locations
relevant to the case, associate multiple Content
Searches with the case, and export the search results
from the case

"IBM. Future of Cognitive Computing. 2015
2 Crowd Research Partners. Insider Threat Report. 2018
3 Thomson Reuters Regulatory Intelligence. 2016



Get started today

Sign up for our Learn more about our
free trial compliance solutions
@ aka.ms/e5compliancetrial @ aka.ms/microsoft365compliance

Focus your phone's camera on the QR code to open the link

Key resources:

FastTrack can help implement Microsoft cloud solutions
www.microsoft.com/fasttrack

Find a Microsoft partner today
www.microsoft.com/solution-providers






